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This  rqnnt  presents  a  design  for  -  >  '  g  the  key  issues  and  operational 

efiects  of  the  Global  Positioning  Sysuan  is.1^)  in  dw  dteater-kvel  combat  or 
nonlinear  combat  (ILC/NLC)  model,  a::^.  possibly  in  other  models  as  well.  This 
design  should  be  useful  to  individuals  interested  m  d\e  design  and  use  of  space 
models  and  dieater-  or  operational-level  combat  models. 

The  task  was  performed  in  support  of  RAND's  Conmtand,  Ccntrol, 
Communications  and  Intelligence  (C3I)  projects,  and  was  jointly  sponsoreo  by 
ttw  U.S.  Air  Force  XOXP  (Strategic  Plans)  and  the  U.S.  Army,  Deputy  Chief  of 
Staff  for  Operations  and  Plans.  This  task  was  cortducted  jointly  voider  the 
C3I/Space  Project  of  die  Force  Modernization  and  Employment  Program  of 
Project  AIR  FORCE,  and  by  die  C3I/^)ace  for  Contingency  Operations  Project  of 
die  Force  Development  and  Technology  Program  of  the  Army  Researdi 
Division's  Arroyo  Center.  Project  AIRFORCE  and  the  Arroyo  Center  are  two  of 
RAND's  federally  funded  research  and  development  centers. 
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Summary 


Background 

In  this  time  of  reduced  budgets,  militaiy  s3rstems  need  to  justify  their  costs  in 
terms  of  their  contributi<»i  to  conflict  resolution.  Unfortunately,  dte 
contributions  made  by  support  systems,  such  as  ttte  Global  Positioning  Sj^tem 
(GPS),  are  more  difficult  to  quantify  tium  timse  of  lethal  systems.  As  a  result, 
most  combat  models  find  it  difficult  to  represent  credibly  tiie  benefits  of  support 
systems.  Altiiougjh  ttiere  are  many  technical  models  of  GPS,  few  (if  any) 
operational  models  have  attempted  to  incorporate  the  GPS  effects  in  terms  of 
how  it  affects  tiie  outcome  of  battles. 

Purpose 

Ihis  report  has  two  purposes.  Its  primary  purpose  is  to  present  a  model  design 
for  representing  tile  effects  of  GPS  in  suppOTt  of  military  (^)eration8.^  A 
secondary  purpose  is  to  act  as  a  primer  for  audiences  not  familiar  witit  GPS.  Ihe 
ptupose  of  tite  design  is  to  provide  a  simple,  efficient,  yet  comprdiensive 
representation  of  GPS  support  of  militaty  operations  for  use  in  tite  tiieater*level 
combat  or  nonlinear  combat  (TLC/NLQ  model  at  RAND,  and  possibly  in  otiier 
models.  Ihe  purpose  of  the  TLC/NLCmodef  at  RAND  is  to  support  pdicy-level 
analysis  of  military  operations.^ 

What  GPS  Is,  How  It  Works,  and  Our  Approach  to 
Modeling  It 

Tedmically,  GPS  is  "a  spaoe-hased  radk^Kisitioning  attd  time>transfer  system” 
(ARINC,  1991).  Described  more  simply,  it  is  a  constellation  of  satellites  that  can 
provide  location  data  of  varying  degrees  of  accuracy  to  anyone  witii  an 


^Anearfydiati  of  tMtKpartwMdrculaicd  for  review  by  a  variety  of  offices.  Review  oammenis 
were  received  from  the  penownel  and  ofacesBited  in  the  Acfcnomdedgnwnto,  end  most  of  the 
comments  were  incorpoteied  into  this  report. 

^TheTLC/NLCitrodd  or  rrwddingtord  kit  is  e  prototype  for  a  combat  simiilBtion  being 
developad  at  RAND  to  improve  air  and  land  coitfoatsimulAio  at  the  operational  ar>d  theater  levd. 
Questim  or  comments  may  be  direcled  to  the  author,  Patrick  Allen,  or  to  Richard  Ifillestad,  head  of 
the  TLC/NLC  model  devdopment  project 
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appropriate  GPS  receiver.  The  satellites  emit  a  series  of  precise  time  signals.  The 
receiver  translates  the  signals  horn  several  satellites  (normally  four)  into  location 
data. 

This  report  presents  an  approach  to  representing  the  ejects  of  GPS  in  support  of 
military  air  and  ground  operations  at  an  operational  or  theater  level  of 
aggregation  in  support  of  policy-level  analysis.  We  focus  on  the  TLC/NLC 
model,  and  its  characteristics  shape  our  model  design.  The  level  of  aggregation 
in  TLC/NLC  is  fligjits  of  aircraft  in  the  air  model  and  battalum-sized  combat 
units  in  the  ground  model.  Although  individual  platforms  (e.g.,  number  of 
plarves  or  tanks)  are  tracked  in  each  flight  or  urtit,  the  model  does  not  track 
precise  locatiotv  orientation,  or  formation.  Both  air  and  ground  units  follow 
user-defined  networks,  which  may  diffdr  for  air  and  grouxul  and  for  Blue  and 
Red.  Interactions  between  assets  on  each  networic  are  based  on  distance  from 
center  of  fligjht  or  unit  rattier  ttuui  on  sharing  ttie  same  network.^ 

Based  on  tttis  level  of  aggregation  in  ttie  TLC/NLC  model,  the  design  represents 
ttte  aggregate  effects  provided  by  GPS  support  Given  ttiis  aggregate  level  of 
resolutimi,  it  is  unnecessary  to  include  in  the  model  ttie  explicit  GPS  constellation 
over  time  or  its  exact  locatUm  detenninatitm  algoritiims.  Therefore,  we  use 
approximate  values  for  locatiai  accuracy  cmsistent  witti  ttie  location  accuracy 
available  in  the  model 

To  fadlitate  ttie  presentation  of  our  des^n,  we  divide  it  into  four  main  areas: 
representing  GPS  coverage,  GPS-equipped  assets,  the  effects  of  GPS  support  tc 
GPS-equ4>ped  assets,  and  the  representation  of  countermeasures  and  counter- 
countermeasures. 


GPS  Coverage 

For  purposes  here,  we  define  GPS  coverage  as  a  specked  hcation  accuxacy  given  the 
type  of  GPS  use.  We  plan  to  represent  ttiree  types  of  GPS  coverage  in  the 
TLC/NLC  model  absolute,  differential  and  relative  targeting.  We  also 
distinguish  between  relative  GPS  targetir^  and  ttie  use  of  GPS  in  offeet  targeting. 


^AsUgfitiyinofe  detailed  dcKiiptian  of  die  TLC/NLC  modd  is  provided  in  Section  1.  Seethe 
BibBogr^y  far  ottterdocumentadiat  provide  a  more  detailed  deactiption  of  the  TLC/NLC  modd. 
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Representing  Absolute  GPS  Coverage 

Absolute  GPS  coverage  is  the  term  applied  to  normal  GPS  positioning  and 
navigation  transmissions.^  Both  military  and  civilian  users  have  access  to  die 
GPS  system,  althou^  the  accuracy  of  the  data  available  to  diem  varies.  The 
model  design  includes  the  three  diderent  degrees  of  accuracy  available  to  each 
type  of  user 

•  P-code  (10-16  meter  SEP,^  available  to  U.S.  military  and  other  authorized 
users) 

•  Civilian  access  (C/A)  code  without  selective  availability  (S/ A)  turned  on 
^0-30  meter  SEP) 

•  C/A  code  with  S/A  turned  on  (54-76  meter  SEP). 

Selective  availability  is  an  intentional  distortion  of  the  location  data  transmitted 
by  the  satellites  to  reduce  die  location  accuracy  available  to  odier  than  U.S. 
military  users.  Selective  availability  can  be  set  for  a  wide  range  of  degradation, 
but  for  purposes  of  analysis  we  limit  it  to  being  on  or  od. 

The  representation  of  absolute  GPS  coverage  in  a  dieater  of  operations  will  be 
defined  by  a  variable  called  "GPS  state"  diat  defines  the  efiective  number  of 
satellites  in  a  good  geometry  available  for  determining  location  accuracy.^  A 
GPS  state  of  four  or  more  means  diat  die  receiver  can  obtain  good  diree- 
dimensional  location  accuracy  (since  the  time  dimension  is  used  to  synchronize 
die  sigruds  from  oich  satellite).  A  GPS  state  of  diree  means  that  die  receiver  loses 
one  dimenskm,  sudi  as  die  time  dimension  or  die  vertical  dimension,  which  may 
still  allow  die  receiver  to  obtain  good  two-dimenaonal  location.^  GPS  states  of 
less  than  diree  provide  only  two  dimensioiis,  and  thus  poor  location  accuracy. 
The  degree  of  access  by  type  of  user  (P<ode,  C/A  code,  widi  or  without  S/ A) 
determines  the  possible  location  accuracy  as  a  function  of  GPS  state. 


single  weaver  detennining  its  own  tocitioBuiiiigabtohile  GPS  tnawmiwriora  Bailed  a 
'point  soh^on,' in  contraat  to  the  wlativc  and  netivock  solution  mediods  deaciibed  bdow. 

stands  for  spheroidal  error  probaUe.  The  SEP  values  are  based  on  puUiah^  GPS 
requirernenis,  while  the  lower  SEP  values  aw  the  accuracies  usually  obtained  in  praetkx.  Seethe 
tnain  text  for  forther  discussions  of  die  accuracy  calculations. 

^  this  report,  GPS  slate  refecs  to  the  obaervtfiility  stale,  which  is  die  number  of  satellites  diat 
can  be  observed  by  the  receiver  at  a  given  tirne.  niis  is  not  to  be  confused  with  die  acquisition  or 
tracking  state  of  GPS  receivers.  The  phrase 'good  geoinetry' means  that  the  satrilites  aw  distributed 
to  prov^  die  receiver  wWh  good  trianguladon  and  therefow  a  low  geometric  dilution  of  predsiMi 
(GDOP)  (Le.,  good  location  accuracy). 

^One  can  also  obtain  good  three  dimensional  location  aouracy  with  a  GPS  state  of  diree  when 
die  user  has  an  accurate  dodL  This  is  not  the  case  for  the  iruqority  fusers. 
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Representing  Differential  GPS  Coverage 

Diffoential  GFS  coverage  can  increase  the  receiver's  locaticm  accuracy  and 
eliminate  most  of  die  effects  of  selective  availability.  A  differential  GPS 
transmitter  gathers  absolute  GPS  trananissions  over  time,  and  dien  transmits 
"corrections"  to  odier  GPS  receivers  to  improve  dieir  location  accuracy.  The 
locatkai  error  tends  to  increase  approximately  linearly  with  distance  from  die 
difierential  GPS  transmitter.  A  C/A  code  receiver  using  difierential  GPS 
transmissions  can  obtain  better  location  accuracy  than  can  a  P-code  receiver 
using  only  absolute  GPS  tiananissiais.  This  is  txiie  whedier  or  not  selective 
availability  is  on,  beca.  j  differential  GPS  eliminates  most  of  the  distortion 
added  by  selective  availability.  Since  die  state  of  the  art  of  diderential  GPS  is 
rapidly  changing,  we  included  various  (^tians  for  differential  GPS,  depending 
on  die  analyst's  assumptions  regarding  what  types  of  diderential  technology  will 
be  available. 

Initially,  a  differential  GPS  transmitter  would  send  coordinate  correcdons  to  local 
receivers  in  line-of-si^t  or  within  relay  range  up  to  a  maximum  range  of  about 
300-350  kilometers.  Beyond  diat  range,  the  didetendal  GPS  transmitter  and  die 
receivers  no  longer  share  the  same  four  GPS  satellites,  a  prerequisite  for  die 
coordinate  correction  type  of  differential  GPS  (^lerations.  This  procedure  is 
known  as  the  "relative  solution"  method  of  location  determination,  since  the 
accuracy  is  determined  relative  to  anodier  GFS  receiver.  We  model  diis  type  of 
differential  GPS  coverage  as  additional  regions  centered  on  die  stationary 
differential  GPS  transmitter.  Properly  equqq^ed  assets  within  those  regions 
benefit  from  improved  location  accuracy. 

There  are  also  wide-area  diderential  GFS  alfetnatives  in  various  stages  of 
development  Wide-area  or  "network  solution"  differential  GFS  mediods 
transmit  error  correction  data/br  each  satellife,  diereby  precluding  die  necessity  to 
share  die  same  four  satellites.  Forexample,INMAKSAThassuggesteda  wide- 
area  differential  GFS  netw<^  based  on  dieir  satellites  in  geosyndmmous  orbit 
To  represent  any  kind  of  wide-area  diderential  GPS  in  the  TLC/NLC  model,  we 
simply  eliminate  the  maximum  range  restrictum  of  300-350  km  and  allow  assets 
within  die  theater  or  affected  region  to  benefit  from  di^rential  GPS 
transmissions. 

Representing  Relative  GPS  Targeting 

In  relative  GPS  targeting,  a  GFS-equqiped  laundier  and  a  GPS-equipped 
munitum  share  location  data  so  that  the  munition  may  be  guided  to  the  target 
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more  accurately.  Like  the  coordinate  correction  difierential  GPS  mediod,  relative 
GPS  targeting  must  share  the  same  four  GPS  satellites,  thereby  limiting  the  useful 
range  of  relative  GPS  targeting  to  about  300-350  km  or  a  munition  flight  time  of 
less  ttum  15  minutes.  Ihe  representation  of  relative  GPS  targeting  in  the 
TLC/NLC  model  will  be  a  function  of  the  capabilities  of  the  sensor,  the 
launching  platform,  and  the  munition.  If  proper  coiulitions  are  met,  die 
accuracy  of  die  munition  will  be  improved. 

Offset  Targeting  Using  GPS 

In  o^et  targeting,  the  location  of  the  target  is  not  known,  but  its  locatimi  relative 
to  a  reference  point  is.  The  accuracy  of  the  reference  point  location  determines 
the  relative  location  accuracy  of  die  target  Using  GPS  to  locate  the  reference 
point  more  accurately  provides  better  target  location.  The  location  of  die 
reference  point  can  be  refined  eidier  by  placing  a  GPS  receiver  on  it  or  (less 
accurately)  by  determining  die  location  of  die  reference  point  at  a  distance  by  a 
sensor  on  a  GPS-equipped  platform. 


GPS'Equipped  Assets  and  Prerequisites  for 
GPS  Benefits 

Users  can  directiy  benefit  from  GPS  transmissions  only  if  two  prerequisites  are 
met^  The  user  must  have  GPS  equipment  and  a  relatively  clear  line-of-si^t 
between  the  receiver  and  the  satellites.  GPS-equqnnent  for  absolute  and 
differential  GPS  comes  in  six  main  cat^ories,  in  order  of  decreasing  location 
accuracy: 

•  P-code  with  wide-area  differential  access 

•  C/A  code  widi  wide  area  diffdcntial  access 

•  P-code  with  coocdinatecoRadion  differential  access 

•  C/A  code  with  coordinate  correction  differential  access 

•  P-code  widiout  differential  access 

•  C/A  code  without  differential  access. 


"AaMli  not  aqnippMi  ^  hmflt  Irora  tatng  ki  pnixiBiity  to  GP&equipped 

Sinot  TLC/NLC  only  opofMi  fflahu  of  airaaft  or  ground  mncuvtr  boltaliora,  Oie  iacue  of 
tquippingoiUy  Mt tend  Moot!  with  GPS  boconm  moot  AslongaikeyciananiBaiecontidendGFS- 
•qu^pod  in  itC/NLC,  te  flight  or  unit  it  coiwidtftd  to  bnefit  firon  GPS. 
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In  TLC/NLC,  objects  representing  aircraft  and  other  platfonns  are  assigned  one 
of  the  six  categories  of  GPS  access  (or  no  access).  Similar  attributes  are  defined 
for  relative  GPS  targeting.  If  an  asset  is  GPS-equipped,  then  the  combination  of 
dte  GPS  state  and  the  type  of  access  determine  the  base  location  accuracy.  The 
presa\ce  of  selective  availability  may  degrade  C/A  code  access  of  absolute  GPS 
transmissions. 

Two  additioiud  location  degradations  require  consideration.  First,  difiterential 
GPS  location  accuracy  degrades  as  a  function  of  distance  £rom  diriierential  GPS 
transmitter  by  about  oite  meter  SEP  for  every  80  km.  Exceeding  300-350  km 
precludes  the  use  of  coordirute  correction  differential  GPS,  but  will  not  limit 
wide-area  differential  GPS.  Second,  relative  GPS  targeting  depends  on  the  GPS 
receiver  and  the  accuracy  of  the  sensor  on  die  platform. 

Another  prerequisite  for  GPS  use  is  a  line-of-sig^t  clear  of  heavy  foliage  between 
the  receiver  and  die  satellites.  The  relatively  weak  GPS  signal  attenuates  rapidly 
in  foliage,  and  therefore  is  less  useful  in  forested  or  jungle  environments.  The 
Army  is  developing  mechanisms  for  extending  die  GPS  antenna  above  die 
foliage,  but  the  aggregate  effect  is  diat  GPS  support  is  not  continuous  in 
environments  with  heavy  foliage.  Disccmtinuous  GPS  support  ^vill  make 
locaticHi  determination  mote  difficult  in  a  jamming  environment,  as  described  in 
die  section  on  GPS  countermeasures  and  counter<ountetmeasures. 


Effects  of  GPS  Transmissions  on  GPS>Equipped  Assets 

This  model  design  incorporates  three  main  GPS  benefits:  improved  self-location 
accuracy,  increased  tiuget  location  accuracy,  and  stand-ofi  munition  laundi. 
These  benefits  tend  to  be  independent  of  darkness  and  relatively  insensitive  to 
the  effects  of  weather.^ 


Ben^ts  of  Improved  Self-Location  Accuracy 

Improved  self-location  offers  two  main  benefits:  improved  navigation  and 
reduced  fratricide.  Improved  navigation  can  inciease  the  efiectiveness  and 
survivability  of  land,  sea,  and  air  platforms.  The  reasons  can  range  fiom  not 
getting  lost  to  avmding  the  enemy,  hxqnroved  self-location  accuracy  can  also 
assist  search  and  rescue  t^petations,  special  fmces  operations,  and  artillery 


only  emitraniiiental  effects  that  aftact  GPS  siniab  are  ioncMpheric  and  boposphiric 
distufbanoia,iwMierofwfaidiiaKpfeMntedinTLC/MC.  ThecCfecIsofwdidiatitilMiioeBonIhe 
GPS  state  should  be  calcuhtsd  off-line. 
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battery  positioning.  Forexa«pts,tlM»oes  accwlsly  and  quickly  an  artillery 
battery  can  detennine  its  oumlocttoB,  the  mow  accurate  will  be  its  fires.  The 
design  presents  several  optians  for  le^aasanUng  theac  benefits  (or  representing 
penalties  of  not  having  these  capeMHliea)  in  the  TLC/NLC  modcL 

Reduced  fratricide  results  fion  better  knowladge  of  friendly  locations  relative  to 
each  other  (assuming  oommand,  oordrol,  oomnunications  and  procedures  fiiat 
can  use  ttus  location  infbnnatian  to  preside  fratricide).  For  example,  indirect 
fire  fratricide  incidents  during  Operatian  Dcaert  Storm  were  well  below 
historical  rates,  and  GPS  h^ped  keep  the  rate  low  wi fit  improved  location 
accuracy  and  reporting.*^ 


Ben^ts  of  Improved  Target  Location  Accuracy 

This  bowfit  has  three  aspects:  Increased  lettudity  against  fixed  and  mobile 
trugets,  fwter  production  of  accurate  target  location  data,  arul  fite  importunity  for 
additional  platforms  to  designate  targets. 

Better  target  locatiim  allows  platforms  to  deliver  titeir  munitions  more 
accurately.  Moreover,  GPS-equqiped  munitions  may  be  able  to  improve  their 
lethality  throu^  improved  target  kxatian  accuracy.  Increased  target  location 
accuracy  will  reflect  in  TLC/NLC  as  a  hij^ier  probability  of  hit,  depending  on  fire 
type  of  platfonn,  munition,  and  target 

An  added  benefit  to  better  target  location  is  a  possible  reduction  in  munitions 
expended  as  a  hedge  against  target  location  uncertainty.  Ihis  benefit  applies 
bofii  to  air-laundied  stand-off  munitions  and  grourtd-launched  indirect  fire 
munitions,  such  as  artillery  and  surfiKe-to-surfrK»  missiles. 

Faster  production  of  target  and  fires  location  data  means  a  faster  response  time  to 
engage  targets.  Ihis  is  especially  useful  against  fleeting  targets,  such  as  mobile 
tactical  ballistic  missiles.  Relative  GPS  could  decrease  fire  time  required  to 
produce  useful  pictures  of  the  batfiefield  arrd  fire  potential  targets  rvifiiin  the  field 
of  view.  In  TLC/NLC,  faster  production  times  rrreans  a  higher  probability  of 
engagement  agairrst  time-sensitive  targets. 

Additional  platforms  first  can  provide  target  designations  rarrge  from  airborne 
sensors  (sudr  as  J-STABS  and  ASARS)  to  special  forces  teams  on  fire  ground.  For 


the  ttamoript  of  a  Iqwd  Interview  the  ooatMttma  at  the  battle  of  73  Easting, 

Operation  Desert  Stocin. 

^^In  TLC/NLC  dtere  ate  fsclots  besUas  these  three  that  modify  the  effectiveness  of  munhionB, 
such  as  weather,  terrain,  and  the  svaUsbility  of  intelligence  assets,  such  as  J-STARS. 
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example,  a  special  forces  team  can  reconnoiter  the  target  site  and  report  its 
location  accurately  using  hand-held  GPS  equipment  Sensors  and  platforms  not 
traditionally  used  for  accurate  target  designation  can  provide  more  accurate 
target  location  data  dirotigh  dw  use  of  GPS  equqnnent  In  TLC/NLC,  tiiis  target 
location  acciiracy  inqirovement  is  provided  as  a  function  of  tiie  t)rpe  of  sensor  or 
platform  and  the  type  of  target. 


Ben^ts  of  Stand~Off  Munitions  Launch 

Stand-off  launch  offers  two  benefits:  redtued  vulnerability  to  enemy  tiueats  and 
reduced  flight  time  to  engage  targets,  whidi  could  save  fuel  time,  and  sorties. 
GPS-equipped  munitions  allow  strikes  from  mudi  farther  away  tium  in  tiie  past 
because  of  the  increased  accuracy  of  tiie  munition  and  tiw  target  location. 
Munition  launch  can  occur  at  a  range  beyond  many  enemy  air  defense  tiueats, 
especially  terminal  air  defense  systems.  Also,  tite  ability  to  engage  multiple 
targets  from  a  single  launch  point  means  that  fewer  stand-off  sorties  will  be 
required  to  engage  tiie  same  number  of  targets  as  traditional  penetrating  sorties. 
For  tiiese  two  reasons,  tiie  survivability  of  QPS-platfbims  will  increase  in 
TLC/NLC. 

Similarly,  an  increased  stand-ofi  range  will  allow  a  platform  to  perform  its 
missirm  witiiin  reduced  fligfit  times,  savii^  both  fuel  and  time.  Ihe  reduction  in 
time  results  not  only  from  the  shorter  fli^  time  to  readi  a  stand-off  release 
point  but  also  from  the  abili^  of  the  platform  to  engage  multiple  targets  from  a 
sit^e  stand-off  launch  point  TLC/NLC  rqiresented  ttiis  benefit  by  lower  fuel 
cxsisumpticHi  rates  and  higher  average  daily  sortie  rates.^ 

GPS  Countenneasures  and  Counter-Countenneasiues 

The  countermeasures  against  GPS-equipped  assets,  and  tile  countos  to  tiwse 
countermeasures,  are  divided  into  ttuee  areas:  direct  tiueats  against  GPS 
transmitters,  receivers,  and  signals.^ 


^TIii8aatunw»ttMmhettinei«quiiedttnervioe,rq*m,«idfdaiiiichaniiiaaiti8con»tent  A 
shorter  flight  time  per  sortie  mem  init  moR  Mcte  cut  be  launched  per  day  given  the  fame  unount 
of  time  spent  on  the  ground. 

^^Note  that  tills  design  generally  assumes  a  noniBideartfaieatenviionmem.  If  nudear  weapons 
ate  used  to  destroy  GPS  satemtea  or  to  dianyt  GPS  transmisaions  in  the  scenario,  apply  off-line  GPS 
state  caVculartons  to  determine  effective  GPS  state  peer  time. 
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Direct  Threats  Against  GPS  Transmitters 

Today,  few  credible  threats  menace  GPS  satellites.  Although  Ae  model  design 
includes  ttte  option  of  analyzing  threats  against  GPS  satellites  through  reduced 
GPS  states,  such  threats  are  unlikely.  Direct  dueats  against  differential  GPS 
transmitters  are  more  likely,  althou^  a  probable  and  effective  countermeasure  is 
prolifmtioit  Large  fields  of  differential  GPS  trartsmitters  would  be  difficult  to 
neutralize. 


Direct  Threats  Against  GPS  Receivers 

Since  GPS  receivers  tend  to  be  integrated  into  a  platform  or  munitian,  destroying 
a  GPS  receiver  will  probably  destroy  die  platform  as  welL  Iherefdre,  direct 
direats  against  GPS  receivers  will  be  represented  in  TLC/NLC  in  die  same  way 
as  any  odier  threat  against  the  platform. 

Direct  Threats  Against  GPS  Signals 

There  are  two  main  threats  against  signals:  jamming  and  spoofing. 

Jamming  is  by  far  the  most  effective  and  most  likdy  direat  against  die  use  of 
GPS-equipped  assets  for  targeting  purposes.  The  GPS  navigation  signal  is  weak 
and  susceptible  to  jamming  It  also  takes  less  jamming  power  to  preclude  die 
receiver's  acquisition  (rf  die  GPS  signal  dian  to  break  die  lock  of  an  acquired 
signal 

The  most  effective  type  of  jammer  against  die  GPS  signal  is  a  wide-ffequency> 
band  jammer.  Even  a  relatively  low-power  (10  watt)  jammer  is  effiective  at  40  km 
range  against  C/A  code  GPS.  However,  die  jammer  has  to  radiate  almost 
continuously  to  be  effective  in  diis  mode.  An  effective  counter^ountermeasure 
is  to  destroy  the  jamming  transmitter.  However,  if  diete  ate  a  large  number  of 
low-power  jammers  in  action  in  die  same  area,  destroying  die  field  of  jammers 
will  not  be  cost  effective.^*  The  use  of  inertial  luivigation  systems  (IbK)  for 
terminal  guidance  in  the  final  approach  will  help  counter  the  GPS  jamming 
direat  up  to  a  point 

An  opponent  can  engage  in  spoofing  by  sending  a  fobe  messi^  to  a  GPS 
receiver  to  direct  die  receiver's  platform  off  course.  The  encrypted  P-code  is 


l^CoivcrMly,  tt  may  not  be  COM  cfiKtive  far  the  tmmy  to  pniiimie  GFS  juniiwra  to  deny  OUT 
CPS  acoma  when  competed  to  the  opportunity  COM  of  forgoing  addMonalmflita^ciyabllity  for  ttietr 
eide 


XX 


calkd  the  Y-code,  and  is  extremely  diMcult  to  spoof.  Since  ^Kiofing  GPS  signals 
is  difficult  to  aconnplish  in  practice,  we  have  simply  included  spoofing  as 
anoffier  form  of  jamming  in  TLC/NLC. 
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Absolute  GPS 

ARPA 

ASARS 

ASAT 

ATCAL 

CADEM 

CEP 

dB 

Differential  GPS 

GDOP 

GLONASS 

GPS 

HUMINT 

INMARSAT 

INS 

J-STARS 

Mn 

PPS 

Relative  GPS 
targetii^ 

S/A  . 

SAR 

SEP 

SOF 

SPS 

TLC/NLC 

TR-1 

2dixns 


Basic  or  nonxud  GPS  transmissions 
Advanced  Researdt  Projects  Agency 
Advanced  synthetic  aperture  radar  system 
Antisatellite 

Attrition  calibraticn  meAodology 
Calibrated  differential  equation  mediodology 
Circular  error  probable 
Decibel 

GPS  location  corxectian  signal 

Geometric  dilution  of  precision 

Global  navigation  satellite  system  (the  GPS  equivalent  of 

die  former  USSR) 

Global  Positianing  System 

Human  intelligenoe 

International  Marine  Satellite 

Inertial  navigation  system 

Joint  surveillance  target  acquisition  radar 

Moving  target  indicator 

Precise  positioning  service 

GPS-assisted  method  to  improve  munition  delivery  to  a 
target 

Selective  availability 

Synthetic  aperture  radar 

Sfdieroidal  error  probable 

%>ecial  operations  forces 

Standard  positioning  service 

Theater-level  combat  or  nonlinear  combat  model 

Airborne  surveillance  platfonn 

Twice  die  distance  root  mean  square 
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1.  Introduction 


Background 

Inttiefaceofieomt  and  projected  budget  reductions,  all  military  systems  will 
need  to  Justify  their  costs  in  terms  of  dieir  benefits  as  measured  by  ttieir 
contribution  to  conflict  resolution.  Most  leflud  systems  have  relatively 
quantifiable  measures  of  eftectiveness,  sudi  as  a  probidnlity  of  loll  or  an 
exdumge  ratio.  Support  systems,  sud\  as  die  Global  Positioning  S)rstem  (GPS), 
do  not  yet  have  an  accepted  set  <rf  measures  of  efiiectiver^ess  in  terms  of  dieir 
contribution  to  warfig^idng  outoonne.  As  a  result,  most  atudysts  approaches  atul 
combat  modete  find  it  difficult  to  credibly  rqnesent  die  benefits  of  siqpport 
systems.  GPS  transmissions  can  enhance  die  navigation  of  land,  luival,  and  aerial 
platforms,  and  mif^  be  useful  for  die  guidance  of  certain  types  of  munitions, 
sudi  as  cruise  missiles.  The  first  questian  is  how  to  quantify  the  benefits  of 
nonlethal  support  ^sterns,  such  as  GPS,  and  second,  how  to  model  the  benefits 
in  combat  models. 


Purpose 

The  primary  purpose  of  diis  documenf  is  to  describe  a  model  design  for 
representing  the  effects  of  GPS  assets  in  su|yort  of  military  operations.  A 
secondary  purpose  is  to  serve  as  a  primer  for  audiences  not  familiar  widi  GPS, 
wdiile  avoiding  as  many  GPS^unique  terms  as  possible,  sudi  as  the  geometric 
dilution  of  precision  (GDOP).  The  purpose  of  this  design  is  to  provide  a  sinqile 
yet  effective  representation  of  GPS  operations  in  siqiport  of  military  operations 
for  use  in  RAND's  theater-level  combat  or  nonlinear  combat  (TLC/NLC)  model, 
and  possibly  in  odiermodds  as  wdL  The  purpose  of  the  TLC/NLC  model  at 
RAND  supports  prdicy-kvel  analysis  of  military  operations.^ 


*‘T1mi  TLC/NLC  moddtagloomt  tea  prototype  far  a  combat  iSnnimop  model  bateg 
iWVdOpmn  ■  nMnOI  CnOR  al  KANw  V  mpiDVV  BWIO  Hno  (XNBPKHBIIIIMIOIlaCtMOpcnilOnBi 
■ndtiiMivievd....  TtoisipaatediaiMtadiaBgwteltopoBlitthailMaiy wy|«Minwiitd»eiw>d 

Id  traBt  movB  0c^icttiy  the  lgf|^  moBfliinliM  pfBt0it  in  ^ 

opportunMy  to  opiliBW  on  MW  owliiodoiagicil,  nftwan;  and  hanlwaie  devetapamU  have  an 
piwfcled  an  isipelMg  IP  ihefMiM'di  OB  TLC/NLC.  Tlw  major  daatengoali  for  the  aaodtl  indude  ihe 
o^abiUly  for  anafyat  operalion  via  an  intuillvc  gnpMcal  luer  MemMe,  fKiUliaa  for  kieofpamiag 
fayut  from  da  labaaiinanagiiMiUiyimni.tooii  for  managing  muMplatemilatkinnina  and  othaf 
applicaiianaoftwaie  for  Amur  anaJyiis  and  dlaplay.*  nnmHOasiadetaL,fB(tliooming,pp.iiiand 
xitt. 
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Objectives 

This  report  has  four  objectives:  first  to  identify  and  descrOje  the  key  features  of 
GPS  operations  to  be  represented  in  the  model  design;  second,  to  describe  and 
justify  the  simplifying  assumptions  and  key  parameters  necessary  to  design  a 
simple  model  of  these  features;  tfiird,  to  describe  die  model  design  itself, 
including  the  parametos  and  the  data  fat  die  parameters,  in  sufficient  detail  to 
encourage  rapid  implemoitation  in  die  TLC/NLC  model;  and  fourth,  to  act  as  a 
mechanism  for  continuing  review  and  feedback  by  die  analytic  community  to 
ensure  that  die  design  is  up-to<late  widi  die  latest  GPS  advances  and  diat  the 
design  remains  adequate  for  our  purposes.  Please  direct  your  comments, 
questions,  and  suggestions  to  die  audior,  or  to  Ridiard  Hillestad,  head  of  die 
TLC/NLC  model  devdopment  project 

Approach  and  Organization 

There  are  many  tedinkal  models  of  GPS,  but  few,  if  any,  combat  models  have 
attempted  to  incorporate  the  effects  of  GPS  support  to  air  and  ground  forces  in 
terms  of  warfi^ting  outcmne.  This  report  describes  a  way  to  represent  die 
effects  of  GPS  in  support  of  military  air  and  ground  operations  at  an  operational* 
or  theater-level  of  aggregation  for  policy*level  aiudysis. 

The  TLC/NLC  model  under  devdc^mient  at  RAND  is  an  operationaMevd  or 
theater-level  model  of  air  and  land  operations.  To  siqipoct  nqiid,  multiscenaiio 
analysis  with  extensive  sensitivify  anafysis,  die  TLC/NLC  model  must  focus  on 
breadth  radier  dian  on  elaborate  detail  As  a  result,  a  design  of  GPS  operations 
and  their  effects  on  land  and  air  combat  in  die  TLC/NLC  model  must 
concentrate  on  die  key  operational  issues,  radier  dian  on  details  sudi  as  dynamic 
line-of-sigftt  calculations.  For  examine,  if  we  were  to  modd  the  oridt  of  aadi  GPS 
satellite  and  die  line-of-sig^  to  cadi  receiver  widdn  die  TLC/NLC  model  the 
model's  run  time  would  inctcaseby  a  factor  of  four  or  mam.^ 

The  primary  design  factor  is  the  level  of  lesohithm  in  die  TLC/NLC  model  The 
level  of  aggregation  in  the  TLC/NLC  modd  is  flighiB  of  ahciaft  in  die  air  model 
and  battalion-sized  combat  units  in  die  ground  modd.  AMiou^  the  quantity  of 
individual  aircraft  and  vdudes  are  tracked  in  cadi  fl^t  and  maneuver 
battalion,  die  precise  location,  orientation,  «r  fonnation  of  these  assets  widiin 
their  fli^t  or  unit  is  not  tracked.  Therefore,  location  accuracy  in  the  modd  is 


^Iliimliaiate  a  btsd  on  yiai>  ot  awwimw  and  iMBWWius  cw  la  wliiili  as  cpmatwal 
coBibHaoddincoipoCTmadnafladmDddotonsqrilanorlunclIoMlawa.  tnaaMCMaafKlar 
of  four  tnoaow  a  a  ooinefvative  tMtauNt. 


limited  to  those  cases  where  a  difference  in  location  accuracy  will  make  a 
difference  in  a  TLC/NLXI  assessment  process  (sudi  as  movement  aiul  ccenbat). 

TLC/NLC  is  a  network-based  nnodeL  Bodi  air  atul  ground  units  follow  user- 
defined  networks  that  may  differ  for  air  and  ground,  and  for  Blue  «id  Red. 
Interactions  between  assets  on  each  network  are  based  on  distance  from  center  of 
flight  or  unit  rather  than  on  sharing  the  same  network  (see  Figures  1  arul  2). 

Rgure  1  shows  an  air  network  passing  fiirou^  various  detection  battds  and 
engagement  zones.  An  aircraft  that  crosses  a  detection  band  may  or  may  not  be 
detected  depending  on  a  variety  of  fitetois.  ^milarty,  engagement  by  surface-to- 
air  missiles,  antiaircraft  artillery,  or  enemy  aircraft  may  or  may  not  occur  at 
various  points  along  the  air  network.  Ihere  may  be  many  8ud\  engagement 
zcMies  entered  during  a  raid,  depending  on  fite  situation.  Targets  are  attacked 
when  surviving  aircraft  readi  designated  laundi  points. 

Figure  2  shows  sample  ground  networks  hx  Red  and  Bhie,  how  ttey  relate  to 
eadi  other,  and  how  they  relate  to  one  of  the  air  networks.  When  ground  units 
are  in  engagement  range  (whidi  varies  1^  weapon  holding),  the  assets  of  the  unit 
may  engage  enemy  assets  in  opposing  units.  Similarly,  aircraft  that  reach 
weapons  release  points  in  ttte  model  will  affect  ground  targets  within  range.  One 
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Figaie  2— Bximpie  el  Gieend  Nehwetk  InteiacBoM 


launch  release  point  is  usually  used  to  aaaeaa  attacks  againat  multiple  points. 
Note  that  die  path  of  a  penetrating  aircraft  that  would  overfly  the  target  is  not 
explkidy  represented  in  the  model,  but  flie  effects  of  termnud  air  defenses 
against  die  attacking  aircraft  are  refnesented. 

Owing  to  the  relative^  aggregate  level  of  resohitkm  in  the  TLC/NLC  model, 
calculating  the  exact  location  of  individual  assets  to  tenths  of  meters  is  not 
appropriate.  Aldiougjh  air-to-ground  munition  accuracies  in  the  model  care 
whedier  die  accuracy  is  to  3  meters  or  10  meters  sfdieroidal  error  probable  (^P), 
die  model  does  itot  cate  if  the  accuracy  is  25  meters  versus  2.7  meters.  Itnmply 
does  not  matter  in  die  modeL  Aldiougb  in  some  cases  diis  report  defines  levels 
of  accuracy  down  to  tenths  of  meters  for  cooqparison  between  types  of  GPS 
support,  die  actual  ur^lementation  in  die  ouxtel  win  probably  be  in  broad 
categories  of  accuracy.  For  example,  the  model  might  distinguish  between 
3-meter-or-less  accuracy  provided  by  differential  GPS,  lO-meteror-less  accuracy 
provided  by  standard  military  location  accuracy,  and  SO-meteroirdess  accuracy 
provided  by  civilian  access  to  GPS  (under  appropriate  conditions),  but  the  model 
is  not  likely  to  distinguish  between  increments  of  1  meter  accuracy  or  less.^ 


%n  a  nal-iiworid  opcntiaMl  Mlling,  lilt  locttian  aoeoRKy  valiMs  BM3r  vary  even  OMR  wkWy 
than  dqaftedheiebacauae  of  variattoCT  in  the  type  and  qnaMycl  receiver,  the  letaUve  geometry 

D(B*sw001  imB  MnBIIIHB  JBIO  miB  BBOWHBr  BmB  OwpOBDRIalC  I^WI^PhBbIC  QSQBDBROIB*  flOWI^rBBp  CnB 

nmge  of  iqipfoxiBiaie  vahMB  given  hm  it  darigaad  to  aiippoft  antegtla'^evel  analyait,  and  not  ID 
iuppoft  the  navigation  of  individual  tytotmt  to  leal  tin». 
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There  are  very  accurate  simulatuMis  of  GPS  satellite  orbits  over  tioie  aitd  the 
resvdting  coverage  at  various  places  on  the  globe  over  time,  and  such  models 
should  be  used  when  attempting  to  address  issues  related  to  die  details  of 
specific  GPS  operations.  In  contrast,  the  TLC/NLC  model  is  designed  to  focus 
cm  the  aggregate  ^fects  of  GPS  support  to  military  operations,  radier  dian  be  a 
detailed  simulatkm  of  GPS  satellite  and  receiver  operations. 

To  maintain  and  express  a  simple  design,  we  divided  GPS  operations  and  effects 
into  four  main  subjects:  GPS  coverage,  GPS-equi{^ped  assets,  die  effects  of  GPS 
transmissions  on  GPS-equipped  assets,  and  GPS  countermeasures  and  counter- 
countermeasures.  Sectim  2  describes  GPS  coverage — how  well  die  GPS  satellites 
can  provide  location  accuracy  to  various  users  of  normal  or  absolute  GPS, 
differential  GPS,  and  relative  GPS  targeting  tediniques.  A  representation  of 
selective  availability  (S/A)  on  GPS  trax^missions  is  also  included.  Sect^  3 
describes  die  representation  of  GPS-equipped  assets  and  their  efficient 
representation  in  the  model  Section  4  describes  the  ejects  of  absolute, 
differential  and  relative  GPS  techniques  on  appropriately  equqiped  airbome  and 
terrestrial  receivets.  The  last  section  presents  a  snryle  representation  of  various 
lands  of  GPS  countermeasures  and  counter-countermeasures. 
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2.  GPS  Coverage 


"GPS  is  a  space>based  radiopositioiung  and  time-transfer  system"  (ARINC, 

1991).  Since  GPS  traitsmissions  cover  the  Earth,  GPS  coverage  is  considered 
global.  However,  in  this  report,  we  will  define  GPS  coverage  as  a  specified  location 
accuracy  given  the  type  cf  CPS  use.  We  plan  to  represent  three  types  of  GPS 
coverage  in  die  TLC/NLC  model:  absolute  coverage,  differential  coverage,  and 
relative  targeting  procedures.  We  also  distinguish  between  relative  targeting  aiul 
offeet  targeting,  since  the  two  concepts  are  smtilar.  The  defirution  and 
distinctions  of  each  type  of  coverage  will  be  described  in  the  following 
subsections. 


Representing  Absolute  GPS  Coverage 

Absolute  GPS  coverage  comes  in  two  forms  of  access:  military  (also  called 
precise  positioning  service  <x  PPS)  and  civilian  (also  called  standard  positioning 
service  or  SPS).  Militaiy  access  to  the  GPS  transmissians  provides  die  best 
accuracy  to  determine  a  platform's  velocity  (to  0.2  knots)  and  location  in  four 
dimensions  (latitude,  longitude,  elevation,  and  time).  As  long  as  die  platform 
with  a  GPS  receiver  has  line-of-sig^t  access  to  four  or  more  GPS  satellites  in  a 
fovorable  geometry,^  the  receiver  will  be  able  to  determine  its  three-dimensional 
(3-D)  location  to  about  10-16  meters  SEP.^  Owing  to  the  orbital  configuration  of 


^GPS  locatkin  aocuracy  k  dependent  upon  the  geaawey  of  the  isldlto  oompamd  to  Md)  other 
and  the  receiver  location.  Ihegeometikdihition  of  predrionfCD^  is  the  measure  uaed  to 
determine  good  geonietiy  and  die  resuIe  nglooMian  accuracy.  To  use  a  layman's  exanqiiie,  the 
location  of  an  obj^  1000  meters  away  is  difficult  to  delennkie  using  txiangulation  when  being 
observed  hom  two  points  only  10  inclen  apart.  If  the  two  observation  potads  are  500  meters  i^art, 
the  location  accuracy  of  the  distant  object  is  mudi  more  accuretsiy  determined.  Similaily,if  four 
satellites  provide  triangulation  through  good  geometry  to  the  receiver,  the  3-D  locatfon  accuracy  of 
dw  receiver  win  be  go^  If  only  three  eateUites  ate  availaMe,  then  the  receiver's  2-Dlocstioo 
accuracy  win  be  go^  unless  the  receiver  also  has  an  accurate  dock.  With  a  precise  dock,  a  receiver 
can  obtirin  good  3-D  location  accuracy  wMi  only  three  satdlites  in  a  favorable  geometry. 

^Ihe  10-12-ineter  SEP  is  based  on  the  locatfon  accuracy  actuaUy  provided  by  CPS  hi  practice; 
even  dwughdiis  is  better  than  the  original  GPS  specification  of  16  meter  SEP  (AMNC 1981).  SEP 
stands  for  qiheroidal  error  probable.  The  error  is  spheroidal  rather  than  spherical  ainoe  the  Z 
component  is  gterter  than  me  X  or  Yconyonents.  In  this  caae,  the  10  meters  S^  means  diat  there  is 
a  50  percent  diance  that  the  objact  is  located  widiin  a  sphere  10  meters  in  radius.  Toapprooihnmely 
translate  from  SEP  to  CEP  (circular  error  probable),  muhtoly  SEP  by  OiTS.  Thethree-omendonal 
location  accuracy  of  SEP  is  required  in  some  military  ap|martioris,sudt  as  in  the  opemtion  of  GPS- 
equipped  cruise  mMIcs.  bi  other  cases,  the  twodimenafonal  location  accuracy  or  CEP  is  adequfoe; 
such  as  in  artillery  fires.  Only  duee  GPS  satellites  are  required  to  obtain  two-dimensional  coverage 
for  CEP  calculatfons. 


7 


tt\e  full  GPS  satellite  constellation,  most  places  ox  ttie  Earth's  surface  have  line- 
of-sigh^  to  four,  five,  or  even  six  satellites  at  any  given  time.^ 

The  U.S.  military  and  other  authorized  users  (e.g.,  NATO  allies)  retain  private 
access  to  the  most  accurate  GPS  transmissions  (PPS)  by  receiving  a  more  precise 
GPS  transmission  called  a  P-code.  Civilian  access  (C/A)  to  GPS  transmissions 
are  less  accurate  ttum  military  access  by  rou^y  a  fiictor  of  two  (when  S/A  is 
off).  Therefore,  given  widely  available  GPS  receiver  equipment,  US.  military 
location  accuracy  is  to  within  10-16  meters  SEP,  while  civilian  and  ottier  nations' 
military  location  accuracy  is  to  wifitin  20-30  meters  SEP.^  In  addition,  the  US. 
Department  of  Defense  can  degrade  die  civilian  access  signal  to  a  54-76  meter 
SEP  accuracy  or  more  by  turning  on  S/A.^  Selective  availability  places 
additional  error  in  die  satellite's  navigati(si  message,  which  results  in  degraded 
location  accuracy. 

The  representation  of  absolute  GPS  coverage  in  TLC/NLC  will  be  relatively 
simple.  A  given  set  of  four  GPS  satellites  accessed  by  a  specified  ground  receiver 
will  have  an  area  of  overlap  on  die  ground  of  about  1000  km  on  a  side.  An  area 
of  that  size  will  generally  cover  die  whole  TLC/NLC  dieater  oi  operations.^ 
Therefore,  the  representatum  of  absolute  GPS  coverage  over  die  TLC/NLC 
dieater  ot  operations  will  be  represented  by  a  global  variable  called  "GPS  state."^ 
The  GPS  state  represents  the  number  of  GPS  satellites  expected  to  be  over  the 
dieater  in  a  favorable  geometry  at  a  given  moment^  For  example,  a  GPS  state  of 


^The  GPS  system  now  has  24  Block  n  and  Blod(  Oa  mdUta  tai  oiWt,  oooipteliiig  the  2t-Mtdlite 
consteUaticn.  The  Air  Force  Space  Command  concept  of  opetations  states  that  GPS  availability  will 
be  based  on  a  96  percent  probability  of  maintaining  21  operatiowal  satellites.  In  addition,  one  must 
also  omsider  dw  fonner  Soviet  version  of  GPS  CilM  GLONASS  (Global  Navigation  Salute  System), 
which  has  dwut  12  of  their  15  operational  satellites  in  oifatt.  Siiioe  GLONASS  uses  frequency  divisian 
multiplen^  it  lequires  a  different  type  of  receiver  dum  GPS,  which  uses  code  division  multiplexing. 
However,  integrated  reoeivecs  ate  imder  construction  d.'Bt  can  access  both  GPS  and  GLONASS 
signals  at  the  same  time.  In  additian,GUX4ASS  does  not  have  or  use  S/A,  so  that  users  of 
GLONASS  can  benefit  horn  increased  location  accuracy.  Iherefbre,  any  analysis  of  potential  enemy 
use  of  ruvigation  satellites  for  combat  must  consider  the  use  of  GLONASS  as  well  as  GPS  satellites. 
TLC/NLC  does  not  intend  to  inchide  GLONASS  at  this  dme,  although  it  could  be  edited  using  a 
methodology  sitnilar  to  die  cne  described  here. 

^According  to  Sweeny  (1993)  the  required  accuracy  foe  C/A  code  with  S/A  off  is  30  meter  SEP. 
In  practice,  accuracies  closer  to  20  meter  are  often  obtained  by  civilian  users. 

^According  to  ARINC  (1991)  and  Sweeny  (1993),  the  requiied  accuracy  for  C/A  code  tvith  S/A 
on  is  100  meter  2  drms,  or  76  meter  SEP.  Sinoe  die  bm  location  accuraw  for  C/A  code  is  better  in 
practice  than  the  stated  requirenaents,  we  estimate  that  the  accuracy  of  C/A  code  with  selective 
availability  on  will  be  closer  to  54  meter  SEP  dian  the  requirement  of  76  meter  SEP. 

*The  “footprint”  of  die  GPS  satdlite  coverage  on  the  ground  is  ellipsoidal  rather  than  square,  as 
showninHgure3.  However,  sfaice  the  TLC/NLC  model  usually  defines  a  square  boundary  around 
the  theater  of  operatfons,  the  GPS  footprint  is  considered  to  cover  the  whole  theater  of  operations. 

^bi  this  report,  GPS  state  refers  to  the  observtitility  state,  tvhidi  is  the  number  of  satellites  that 
can  be  obaerved  by  the  receiver  at  a  given  time.  Hds  is  not  to  be  confused  with  the  acquMtion  or 
traddng  state  of  receivets. 

^atice  the  GPS  satellites  are  in  semi'synefaronout  orbits  at  a  55  degree  indittation,  it  is 
sometimes  difficult  to  obtain  a  suffidendy  favorable  geometry  at  certain  locations  on  die  Earth. 
Purthermore,  there  are  a  few  “gaps*  in  GPS  state  four  coverage  that  shrink  or  grow  a  bit  as  the 
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fovir  means  ttukt  from  ground,  a  GPS  receiver  will  have  access  to  four  GPS 
satellites  in  a  favorable  geometry  wid\  which  to  perform  accurate  location 
calculations.  A  GPS  state  of  three  may  mean  dtat  either  only  ttuee  satellites  have 
line-of-sight  to  the  receiver  or  that  the  geometry  of  four  satellites  is  poor  and 
therefore  can  provide  (mly  as  much  accuracy  as  duee  satellites  with  a  good 
geometry.  Since  the  location  and  orbits  of  die  GPS  satellites  are  well  known,  any 
gaps  in  coverage  may  be  predetermined  dirou^  od>line  analysis.  Neither  die 
individual  satellites  nor  dieir  orbits  require  explicit  representaticm  in  die 
TLC/NLC  model’ 

If  the  GPS  state  is  greater  than  or  equal  to  four,  then  the  location  accuracy 
provided  to  GPS  reoeiveis  is  normal  (subject  to  P-code  access  and  S/A).  If  for 
any  teascm  (such  as  for  analysis  or  lack  of  funding  to  maintain  a  full  constellation 
of  satellites)  the  GPS  state  drops  below  four,  then  die  location  accuracy  available 
to  GPS  receivers  may  be  furdier  degraded.  Hie  degraded  SEP  is  related  to  die 
base  SEP  by  a  multiplier.  In  Table  1,  we  estimated  die  ejects  of  reduced  effective 
satellite  coverage  on  the  SEP  for  a  platform  with  and  widiout  an  inertial 
navigation  system  (INS).^^ 

If  the  GPS  state  is  likely  to  dhange  during  the  course  of  a  model  run,  then  die  GPS 
state  that  applies  across  die  theater  at  any  given  time  can  be  stored  as  a  sequence 
of  numbers,  only  one  of  which  applies  at  a  given  time.  If  die  GPS  state  is  going 
to  be  diree  for  less  than  15  minutes,  there  is  no  substantial  effect  on  the  location 
accuracy  of  INS- and  GPS-equipped  assets.^1 


satdlites  move  around  the  Eartti.  For  a  paiticularGFS  state,  we  aaaume  that  the  qtedfied  number  of 
satdlites  are  in  a  fivtnable  geometry. 

^odetamine  GPS  state  over  time  as  inputs  to  the  TLC/NLC  model  some  off-line  calculations 
needtoberuii.  Ihe  number  of  GFS  state  input  values  for  TLC/NLCsIevd  of  resolution  is  about  432 
values  based  on  the  fUlowtaig  calculations:  GPS  satellites  are  sun-synchronous,  returning  to  foe  same 
location  every  12  hours.  A  ISmbniieinctemcnt  over  12  hours  cqu^  48  time  periods.  Ifwedivicle 
the  1000  km  on  a  side  foeater  into  lyproximatriy  nine  330  tan  wrbrqpons,  the  result  is  432  input 
values  for  GPS  state.  If  a  study  requires  a  fowr  geographical  distinc&n,  a  larger  number  of  input 
values  would  need  to  be  calculated. 

^^hfor  munition  targeting  purposes,  the  INS  could  compensate  for  a  GPS  state  of  three  for  only  a 
fowminutes.  Within  an  hour,  the  INS  tocattan  accuracy  has  drifted  by  about  one  mile  (depending 
uptm  foe  quality  of  the  INS),  which  makes  it  useless  for  munition  targeting.  (Aircraft  can  navigate 
with  IhS  since  their  INS  receives  additianal  location  updates  foat  refoioe  foe  effects  of  INS  drift) 
Without  INS,  foe  munition  location  error  increases  mne  quickly  over  even  small  time  increments. 
Since  foe  resolution  of  foe  GPS  state  over  time  is  not  intended  to  be  tracked  in  TLC/NLC  in  time 
increments  of  less  than  15  minutes,  the  presence  of  INS  does  not  nutter  tai  foe  model  if  foe  GPS  state 
is  reduced  to  feiver  than  three  for  less  than  15  mimttes. 

^^For  example,  if  the  GPS  state  is  initially  four  (assuming  good  geometry)  and  suddenly 
becomes  three,  there  is  no  immediate  effect  Aircraft  or  ofoerasaels  with  inertial  navigation  systems 
can  continue  to  (»erate  for  a  few  minutes  wifo  no  substantiai  location  accuracy  degiadatioa  Afteran 
hour,  foe  IPG  drift  is  about  a  quarter  mile  to  a  mile,  depending  on  foe  quality  of  the  INS.  For 
targetir^  the  can  keep  foe  airctaft  rdativriy  on  course  for  15  mimnes,  as  long  as  foe  GPS  state 

returns  to  four  for  adequate  terminal  targeting  accuracy. 
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Table  1 

AppRndmatc  SEP  Multiplier  aa  a  Function  of  GPS  State 


GPS  State 

SEP  Multiplier 
with  INS 

SEP  Multiplier 
without  INS 

Favorable  (2  4) 

1.0 

1.0 

Reduced  (=  3)* 

1.0 

2.0** 

P0or(<3) 

No  GPS  effect 

No  GPS  effect 

*F(tf  3-D  targeting,  GPS  state  three  can  be  uied  imtead  of  GPS  state 
four  if  the  lack  <rf  the  fourth  satdlite  is  for  a  short  period  of  time  (a  few 
mimitea).  For  accurate  2-D  targeting  (CEP),  a  GPS  state  of  three  is 
suffident  Ihis  assumes  emphasis  on  X,Y,aitd  time  coofdiiutes,  rather 
than  m  X  Y,  and  Z  coordinates. 

^y^rproxiiiute  value;  precise  value  requires  more  detailed  atudysis. 


In  addition  to  GPS  state,  one  should  also  define  a  selective  availability  variable 
with  possible  values  of  "on"  and  "off."  When  selective  availability  is  on,  the 
absolute  GPS  location  accuracy  provided  to  C/ A-code  users  is  about  54-76  meter 
SEP.12 

As  a  reminder,  U.S  military  P-code  locaticm  accuracy  available  from  GPS 
transmissions  is  hitler  than  for  other  nations' military  or  civilian  access. 
However,  all  users,  including  U.S.  military  and  other  nations'  military  and 
civilians,  can  improve  fiieir  location  accuracy  usir^  differential  and  relative  GPS, 
as  described  below. 


Repiesenting  Differential  GPS  Coverage 

We  will  describe  two  types  of  GPS  coverage  in  ttiis  subsection:  coordinate 
correction  and  pseudo-range  correction.  Boffi  types  provide  location  error- 
correction  data  to  GPS  recovers,  alttiou^  the  method  of  correction  differs  for 
each  type. 


Coordinate  Correction  Differential  GPS 

The  most  common  and  least  expensive  form  of  coordinate  correction  differential 
GPS  is  provided  by  an  additional  GPS  transmitter  stationed  at  a  known  location, 
usually  on  the  Earth's  surfine.^^  Ihis  additional  transmitter  site  collects  GPS 


^Note  ttut  the  decthre  availability  degmdatian  of  the  GPS  sigral  am  be  Mghiy  vaitabh  to  kiq> 
any  likely  opponent  gucaaing.  However,  the  laige  number  of  civilian  and  allied  uaen  of  GPS  may 
preclude  extiemevaiiatkais  in  S/A  in  fiitiue  convicts.  For  purpoaca  of  analysis  uabig  the  TIjC/NLC 
model,  selective  availability  win  be  ellher  on  or  off . 

^^Pladng  a  differential  GPS  tranamitler  at  a  known  location  on  the  Earth  is  die  most  ooinmon 
and  easiest  medud  of  fixed  reference  for  differential  GPS.  However,  even  a  moving  object  with  an 
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satellite  transmissicne  over  tune,  compares  die  location  observations  in  diese 
transmissions  to  its  own  known  location,  and  sends  die  coordinate  conectiai 
data  to  GPS  recovers  diat  are  widiin  transmission  or  relay  range.  As  long  as  the 
location  of  diis  additional  transmitter  is  known  to  a  hi^  degree  of  accuracy,  the 
P-code  accuracy  of  die  user  receivers  is  improved  to  about  2-4  meter  SEP.  The 
differential  GPS  location  accuracy  for  C/ A  code  is  4--8  meter  SEP.^^ 

Note  that  die  civilian  access  code  using  coordinate  correction  differential  GPS  can 
in  feet  exceed  die  location  accuracy  of  absolute  military  P-code  access.  One 
reason  is  that  the  use  of  differential  GPS  mosdy  eliminates  bodi  die  selective 
availability  error  and  die  systematic  space  and  control  bias  errors.  As  a  result, 
civilian  access  di^erential  GPS  can  provide  better  location  accuracy  dian  can 
ordinary  absolute  military  access  (4-8  meter  vs.  10-16  meter,  respectively). 
However,  this  advantage  is  a  function  of  die  distance  to  die  differential  GPS 
transmitter.^^  The  ferther  away  from  die  transmitter,  die  less  accurate  is  the 
location  accuracy  of  the  receiver.  As  a  rule  of  diumb,  SEP  increases  one  meter  for 
every  50  miles  (about  80  km)  of  range  up  to  about  320  km.  Therefore, 
somewhere  between  300  and  350  knw  the  coordinate  cortectirm  differential  GPS 
transmitter  and  die  receiving  platform  will  not  share  die  same  four  satellites  and 
thereby  violate  the  applicability  of  coordinate  correction  differential  GPS  use. 

Any  location  errors  in  die  placement  of  the  "known''  she  are  passed  along  to  the 
receivers.  However,  a  fixed  site  can  average  the  signals  it  receives  from  GPS 
transmissions  over  time  and  thereby  increase  die  location  accuracy  by  reducing 
die  effect  of  randan  GPS  error.  This  dependence  on  good  known  location 
accuracy  is  what  makes  it  difficult  to  provide  good  differential  GPS  data  from 
moving  platforms. 


aocunie  ineitial  navigation  (]man  could  be  und  M  a  differential  GPS  tranaoiltler  •>  long  a*  the  INS 
diift  remain  anulL  In  additton,  GPS  reoeivcw  dial  automatknllyperibnn  time  avenging  tend  to  be 
more  aonnate  than  GF5  reoeiven  that  aimpty  take  bcition  “snapuiols.’' 

DOT/DOD  (1992),  p.  A41,  die  staled  ladio-navigation  cqiabUity  of  C/ A  code  difietential 
GPS  access  is  better  dim  10  meten  2  dims,  wMdi  is  equivwnt  to  6  meter  SEP.  Difierential  GPS 
P-code  aocmacy  can  get  down  to  1  meter  founder  fsvmable  geometry  and  environmental 
conditions.  Siinilariy,dihcientialC/A  code  esn  also  benefit  from  these  bvonUe  condition,  and 
may  achieve  3  meter  SEP  location  aocuiacy. 

l^The  difCeiential  GPS  location  accuracy  is  also  a  hmetion  of  die  time  between  bias  conecdon 
updates.  These  updates  should  be  fiei(uentcnou^  to  counter  die  effects  of  selective  availability.  As 
a  result,  differential  GPS  will  require  virtually  ooidinijous  updates  in  the  face  of  rapidly  changing 
S/A.  It  should  be  noted  diatnyidleSB  of  whether  S/A  is  on  or  oR  or  whether  P-code  or  C/ A  code 
is  being  used,  the  location  cooiSnates  provided  by  a  GPS  receiver  will  tend  to 'wander*  over  time. 
That  is,  a  stationary  receiver  will  provin  GPS  oocitlinles  that  appear  to  change  over  time.  This 
wander  effect  is  larger  for  C/A  code  when  S/A  is  on,  and  is  of  a  mfierent  and  huger  magnitude  than 
die  apparent  wander  for  P-code  reoeiven  Difierential  GPS  also  minimizes  this  wander  effect 


Pseudo-Range  Correction  or  Wide-Area  Differential  GPS 

As  mentiamed  above,  coordmate  correction  difieiential  GPS  detennines  its 
observed  location  from  GPS  signals,  compares  the  observed  location  to  its  known 
location,  and  then  sends  the  coordinate  corrections  to  any  receivets  in  its  vicinity, 
llte  reason  dus  method  is  limited  to  sharing  the  same  four  satellites  is  that  the 
dirimmce  between  the  observed  and  the  actual  location  ntakes  sense  only  with 
respect  to  foat  observation,  wdiidi  is  based  on  four  spedBc  satellites. 

Pseudo-ntnge  correction  differential  GPS  avoids  this  limitation  by  calculating  and 
transmitting  correction  factors  fmsodisatel/item  die  amsteUation.  Altiioug^tiie 
correction  foctors  nuiy  be  updated  only  eadi  time  the  satellite  is  observed,  ttie 
correction  data  for  eadi  satellite  are  stored  and  transmitted  for  all  satdlites  in  tire 
constellation.^^  As  a  result,  there  is  no  range  limit  perse  on  pseudo>range 
correction  differential  GPS  (also  called  wide-area  GPS).  There  is  a  degradation  in 
location  accuracy  that  increases  roug^y  linearly  witti  distance  as  described 
above,  but  the  coverage  of  wide-area  GPS  may  be  globaL*^ 

Differential  GPS  Representation  in  TLCJNLC 

The  representation  of  botti  types  di^rential  GPS  coverage  in  TLC/NLC  is 
relatively  straig^itforward.  Wide-area  GPS  is  easUy  represented  as  improved 
location  accuracy  across  tiie  ttieater  of  operations,  altixnigh  the  location  accuracy 
may  be  slig^tty  worse  because  of  range  consultations.  The  assumed  scenario 
will  deteimine  ttie  type  of  differential  GPS  coverage  available  and  the  effects  of 
range  restrictions,  if  any.  The  rest  of  tins  subsection  describes  Redesign  features 
necessary  to  iir^lement  coordinale  correction  differential  GPS  in  TLC/NLC 

For  coordiruite  correction  differential  GPS  coverage,  both  ttie  location  of  tile 
transmitter  atul  tile  area  covered  by  its  lineof-a^  need  to  be  placed  on  tile 
TLC/NLC  map.  An  off-line  calculation  should  be  made  to  determine  the  outiine 
of  the  area  of  effective  trarmnission,  aiul  tills  area  should  be  included  as  a  region 
in  TLC/NLC  The  TLC/NLC  preprocessor  will  determine  whidi  nodes  on  the 

^^Abeolme  CPS  ti  alio  aJledi*potBrgoiMttiiBBMlliod,encBlocallpnaccuia^J»dmBitiwd 
lioiii  •  tingle  potaL  Coovdintle  coRtction  dUIvcnUtI  VaPS  it  tlto  ctUtd  "nlttive*  GP&tinotttit 
lectiw  location  acaiinqr  it  cticultltditittiv^  Pttudo-fiiy  conactionitalto 

ctDtd  t  **nttieotk*  toitttion»tinctcotiactiunditt  tfttipwd  fct  iKta^iolenttifoik.  (FittndcMHiMsit 
t jji'y^wqiic wcwniQu iwn fOQWMi wwn we tpptwwncKaDon 0i WKn ttttiiMt»i  weevoKiM 
uring  thw  mmi  to  prtducte  oonfmton  bttwtn  rtiuive  ■ohStai  GPS  and  wUUv  UrgtUiig  GPS, 
actcnDecin  we  fiBB  tuDeecQon. 

^^INMASSAT  it  ofMng  to  tnumnit  wtdeaiM  GPS  tigmla  aosH  Ihc  giote  fnn  tile 
cooununicationaaaliimaaingeoaynchiaMiaoibtt  lnaddMoB,tt>eAdvancadltiaaaidiPio)acla 
Anncy  (ARPA)  is  wofUng  on  a  local  wMearaa  GPS  tmmnMon  aystom  caUad  Coounon  CM 
which  is  daaignied  to  give  $-1  malar  SEP  aocuiacy  in  a  tiwalar  of  opmtkna. 
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vaiious  TLC/NIX!  netw(ffks  could  receive  differential  GPS  transmissions.  Since 
differential  GPS  transmitters  tend  to  be  useful  from  only  known  locations,  dtey 
are  not  likely  to  change  frequently  durmg  a  TLC/NLC  run. 

One  region  should  be  provided  for  ead\  traitsmitter,  and  dre  edecte  of  ttte  region 
should  be  a  function  of  whettier  or  not  dw  transmitter  is  still  operating.  Of 
course,  coordinate  conecdon  differential  GPS  transmissions  are  usc^  only  if 
bodt  die  correction  transmitter  and  die  receiver  can  receive  absolute  GPS 
transmissions  as  welL 

Coordinate  correction  differential  GPS  location  correction  transmissions  can  also 
be  relayed  to  various  receivers.  If  these  relay  stations  are  used  in  die  model,  then 
die  line-of-sig^t  area  of  die  relay  stations  could  also  be  represented  in 
TLC/NLC.^^  Since  diis  may  significandy  increase  die  number  differential  GPS 
relay  sites  in  TLC/NLC,  one  may  instead  base  differential  GPS  transmission 
relays  as  a  function  of  the  normal  communications  capabilities  represented  in  die 
model  In  either  case,  the  location  accuracy  (rf  the  diderential  GPS  is  still  based 
on  die  receiver's  distance  from  die  fixed  transmitter  and  not  based  on  die 
location  of  the  relay  stations.^^  Ihe  maximum  distance  for  elective  coordinate 
correction  differential  GPS  transmissions  fe  between  300  and  350  km,  since  that  is 
the  maximum  distance  between  receivers  sharing  the  same  four  GPS  satellites. 
See  Figure  3  for  examples  of  absolute,  differential  relative  GPS  targeting  and 
offeet  targeting. 


Representing  Relative  GPS  Targeting 

Relative  GPS  targeting  is  a  method  by  vdiidi  munitions  can  be  more  accurately 
guided  to  their  targets.^  Since  relative  GPS  targeting  is  easUy  confused  with 
offeet  targeting,  die  next  subsection  will  describe  offset  targeting  and  how  it 
differs  fitmi  relative  GPS  targeting. 

Relative  GPS  targeting  does  not  attenqrt  to  determine  a  precise  target  location 
througli  absolute  GPS  mediods.  Instead,  dte  location  of  the  target  is  measured 


^^Communioticwi  ire  rex  ye<  explicitly  reprMenltd  in  TLC/NLC  ToTeprawnttheiclayof 
GF5  transniMions,  ttie  GF5  leoetetr  liiiqily  has  to  be  within  the  region  of  oovcfage  (indiiding  tday) 
dctcribed  sbovic* 

ail  cases,  bias  ooncctions  tend  to  be  transmitted  every  5  to  10  ninulce  unleaa  the  S/ A  ia 
changing  more  qidckly.  Currently,  S/A  changes  every  few  hours,  although  it  can  be  changed  mote 
frequm^inwaniine.  If  this  becomes  a  study  issue,  an  additianalparaiii^wi]l  be  reqiim  for  the 
frequency  of  5/ A  changes.  However,  because  of  the  time  leaohition  in  TLC/NLC,  it  is  unUkriy  that 
such  changes  woutd  be  represented  explicitly.  Ntither  the  changes  in  S/A  nor  the  relayed 
differentiu  GF5  updates  are  suffidendy  large  enough  fectors  to  appear  in  TLC/NLC 
^As  noted  above,  die  relative  CIS  taigethK  is  different  from  rdative  GF5  location 
determination,  which  is  coordinate  cofrecdondimetendaiCTSL 


rigiiiT  1  Trimpki  of  fir*?  rmrcriy  ■«!  Offirt  Tiiffting; 


relative  to  a  GPS-equqjped  platfbixn,  and  diat  platfonn's  apparent  GPS  location 
is  known  widi  respect  to  the  target  Fcv  example,  assume  diat  an  aircraft  with  a 
sensOT  (sudi  as  an  imaging  radar)  has  line-of-8ig|it  to  die  target  Ihe  aircraft  does 
not  know  die  exact  location  of  the  target  (ie,  die  GPS  coocdinaties  of  die  target 
are  not  known),  but  the  aircraft  does  know  its  own  location  fairty  accurately 
because  it  is  GPS-e<iu^>ped.  Since  the  aircraft's  sensm:  can  provide  good 
direction  data  to  a  munition  launched  from  die  aircrafit,  the  GPS'^quqjped 
munitian  can  be  guided  more  accurately  from  die  aircraft  to  die  target  than  if 
laundied  widiout  rdadve  GPS. 

A  prerequisite  for  a  GPS-equqiped  munition  to  be  guided  from  a  GPS-equipped 
aircraft  to  die  target  using  reladve  GPS  targeting  is  diat  bodi  the  aircraft  and  die 


1000  km 
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munition  share  the  same  four  satellites.  Just  as  coordinate  correction  differential 
GPS  requires  the  same  four  satellites,  so  does  relative  GPS  targeting.  As  a  result, 
relative  GPS  targeting  is  limited  to  tiw  minimum  of  about  a  300-350  km  range  or 
a  10-15  minute  (munition)  flight  time. 

The  process  of  relative  GPS  targeting  allows  errors  common  to  botii  tiw  sensor 
platform  and  the  munition  to  be  eliminated  from  tiw  calculations.  Asaresult, 
relative  GPS  targeting  can  achieve  an  approxinuite  5-8  meter  SEP  munition 
accuracy  for  a  P-code  GPS’equipped  platform  and  munition  combination,  which 
is  more  accurate  ttian  absolute  GPS  targeting,  but  less  accurate  than  coordiiuite 
correction  differential  GPS.^ 

The  representaticm  in  TLC/NLC  of  relative  GPS  targeting  is  straightforward. 
Given  a  platform  equipped  with  GPS  and  a  precise  directum  and  distance  sensor, 
and  given  a  GPS-equq)ped  munition  witti  a  flight  time  of  less  titan  15  minutes, 
titen  the  accuracy  of  titis  platform/sens<»  combination  is  improved  as  a  result  of 
a  munition  accuracy  of  about  5  meters  SEP  (see  Frost  and  Sdtweitzer,  1993).  If 
the  fli^t  time  is  greater  than  15  minutes,  tite  target  location  error  is  increased.  If 
the  munition  has  an  inertial  navigatirm  urtit  on  board,  tite  drift  effect  should  be 
calculated  as  starting  at  tite  tinte  tiiat  the  shared  geometry  is  lost  Because 
TLC/NLC  determines  the  letiiality  agpunst  tite  target  as  a  furtction  of  the  type 
munition,  type  platform,  and  type  target  tite  effective  lethality  can  be 
detennirted  off-line  from  the  TLC/NLC  ntodeL^ 

Offset  Taigeting 

In  offset  targeting,  tite  location  of  tite  target  is  rtot  krtown,  but  some  sort  of 
larulmark  is  used  to  he^  guide  munitions  against  tite  target  For  example,  the 
target  may  be  an  underground  bunker  not  directiy  visible  to  the  weapim 
platform.  However,  from  otiter  information  sources,  such  as  HUMINT  (human 
intelligence),  the  location  of  the  bunker  is  known  relative  to  some  landmark  or 
other  readily  identifiable  feature,  sudt  as  a  tower.  The  landmark  may  be  used  to 
help  guide  the  mtmiticm  from  the  platform  to  the  target 


^Thm  are  nuny  aMuaiptkMW  lequind  to  achieve  5  melw  SEP  munitiofi  acoincy,  induding  a 
P-code  GF5  receiver  and  inertial  navjgttton  ayatem  on  both  the  platfonn  and  the  otuni&in,  and  an 
accurate  aenaor  on  die  platf(mn,aucli  as  aynthetk  aperture  radar.  See  Frost  and  Sdiweitaer  (1993)  for 
a  detailed  description  (if  relative  GPS  taiiigeting. 

^^Other  foctora  nay  be  indudod  aa  modifiers  of  these  three  basic  tocton,  auch  as  terrain, 
weather,  and  diepieaence  of  intelligenGe  aasets  like  the  Joint  Surveillance  and  Target  Aoquidtion 
Radar  System  to  aiypoft  targeting. 
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Since  ttte  kxation  of  the  target  is  not  well  known,  tfie  accuracy  witti  whid\  ttw 
munitian  is  guided  to  the  target  is  a  function  of  kxuition  accuracy  of  die 
landmark  and  die  location  of  the  target  relative  to  the  landmark.  Forexample, 
assume  the  target  is  an  underground  bunker  and  the  landmark  is  a  tower  some 
3  km  nordiwest  of  die  target  If  the  cmly  information  available  is  that  die 
landmark's  location  accuracy  is  widiin  25  m  SEP,  the  range  to  die  target  is  100  m 
SEP,  and  die  direction  to  die  target  is  known  widiin  3  degrees  azimuth,  die 
resulting  target  location  accuracy  is  not  very  good. 

However,  if  a  reference  receiver  could  be  placed  at  the  tower,  perhaps  by  a  GPS- 
equipped  special  forces  team,  dicn  die  location  accuracy  of  die  landmark  tower 
has  been  improved  by  a  factor  of  five.  M<xeover,  the  team  mi^t  also  be  able  to 
provide  triangulation  data  to  the  target  by  taking  another  location  reading 
nearby.  Using  a  range  finder  and  tziangulation,  die  location  accuracy  of  die 
target  may  be  significantly  improved,  even  without  the  team  ph)r8ically  visiting 
die  target  site.^ 

If  die  platform  is  also  GPS-equ^^ied,  dien  the  location  accuracy  of  the  platform 
can  also  be  improved.  This  is  true  for  land  platforms  as  well  as  for  sea  and  air 
platfixms.  For  example,  artillery  and  surfoce-to-surfocemisBile  launchers  need  to 
pitqxnntdieir  own  location  in  order  to  provide  accurate  fires.  GPScanhe^ 
reduce  self-location  errors,  dier^  improving  die  overall  munition  accuracy. 

Note  that  o^et  targeting  is  a  different  method  fioni  relative  GPS  targeting,  hi 
rdative  GPS  targeting,  the  GPS-equqiped  platfonn  tdies  on  common  location 
data,  accurate  direction,  and  accurate  tttige  information  to  guide  die  GPS- 
equipped  munition  to  an  observed  target  In  ofiset  targeting,  die  target  is 
unobserved,  its  location  is  known  relative  to  a  landmark,  and  the  location 
accuracy  of  bodi  die  landmark  and  platform  may  be  known  to  varying  degrees, 
whidi  may  be  inqnoved  by  GPS  receivers  at  die  landmari(  or  die  platform  or 
both.  Range  and  direction  information  from  die  platfdnn  to  die  landmark,  and 
from  die  landmark  to  die  target,  must  also  be  consideted. 


are  many  ways  to  plaoe  GPS  raorivcnbdiM  many  Kims  to  enhance  ofiNt  taigrting. 
SggStctiott4onlnor6ii>dmytiociHomccmMqr« 
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3.  GPS-Equipped  Assets  and  Prerequisites 
for  GPS  Benefits 


Only  GFS-«quipped  assets  can  directly  benefit  from  GPS  tnnsinis8ions.i 

Absolute  GPS  transmissions  are  required  for  all  three  GPS  methods — absolute, 
differential,  and  relative.  If  an  asset  is  equipped  to  handle  abscdute  GPS,  dten  die 
nationality  of  the  side  matters.  U5.  military  assets  (or  similarly  equqiped  allied 

assets)  will  have  better  locadonaccuraqr  because  of  their  access  to  die  P-code.  If 

selective  availability  is  on,  non-P-code  users  would  have  dieir  location  accuracy 
further  degraded.  Bodi  U.S.  and  non-US.  military  assets  could  improve  their 
location  accuracy  by  receiving  transmissions  from  differential  GPS  transmitters. 
Platform  and  sensor  combinations  equqiped  to  benefit  fiom  relative  GPS 
targeting  need  to  be  identified  for  purposes  of  assesaownt  Finally,  GPS- 
equipped  assets  require  line-of-site  to  the  satellites,  but  die  line<rf-si^t  may  be 
blocked  by  fdiage  in  forest  and  jungle  environments. 

The  first  subsection  below  describes  the  representation  of  GPS-equipped  assets, 
while  die  second  subsection  describes  the  prerequisite  conditions  that  must  be 
inet  before  GPS-equqiped  assets  can  beriefit  fiom  GPS  trarismisBians.  Ihediitd 
subsection  describes  how  fidiage  may  preclude  line-of-si^t  to  the  satellites,  and 
how  this  affect  will  be  broadly  represented  in  TLC  /NLC 

GPS'Equipped  Assets 

Platforms  and  certain  munitions  within  TLC/NLC  will  require  a  new  attribute 
called  "GPS  access."  To  effidendy  represent  die  various  types  of  GPS  access  in 
TLC/NLC  within  a  single  attribute,  die  following  values  will  be  associated  widi 
die  attribute  listed:^ 

•  N(»ie 

•  C/A  code,  no  difidential  access 


^  may  be  SMiv  to  divide  iMsmigIcaiMbaleiiao  two  MpantealtribulH:  oodeacoam 
aohdioaBMlhod.  Forpuipoeaiofaiiat^theaiiriyetmaydiooeetoieduceiiieiiMBberof 
coattotoaiiom  available  for  use  in  a  lin^  atudy. 


and 
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•  P-code,  no  differential  access 

•  C/A  code,  coordinate  correction  differential  access 

•  P*code,  coordinate  omectian  differential  access 

•  C/A  code,  wide-area  access 

•  P-code,  wide-area  access. 

Note  that  even  if  a  C/ A  code  coordinate  correction  differential  access  value  is 
attributed  to  a  given  platform,  the  platform  will  have  increased  accuracy  only  if  it 
is  within  range  of  a  difierential  GPS  transmitter  or  relay  station.  In  addition,  the 
locatUm  accuracy  of  a  coordiiute  correction  difierential  (CC  diH)  system  is 
dependoit  on  die  distance  from  the  fixed  transmitter  to  dte  receiver  and  limited 
by  a  maximum  distance. 

A  second  attribute,  called  "relative  GPS  targeting  capability,"  will  be  required  on 
appropriate  sensor-type  platforms.  If  the  platform,  sensor,  and  munitian 
ccnnbination  is  dppnpriate  to  apply  relative  GPS  targeting,  foen  the  munition 
accuracy  will  be  increased  (up  to  a  300-350  km  maximum  range  or  15  minute 
munition  flight  time).  Only  the  values  of  "yes"  or  "no"  are  required  for  ttiis 
attribute. 


Preraquisites  for  GPS  Benefits 

GPS  transmissions  can  benefit  military  or  civilian  GPS-equipped  assets  only 
under  a  specific  set  of  conditions.  If  diesecoruiitions  ate  not  met,  foe  benefits 
caruiot  be  accrued.  We  will  define  foe  prerequisites  in  a  sequeiKe  (rf  questions 
readily  translated  into  computer  code.  This  sequence  is  shown  in  Kgure  4. 

The  first  question  is  vtfoefoer  foe  platform  or  numition  is  GPS-equq>ped.  If  not 
GPS-equq>ped,  foen  foe  platform  does  tU3t  receive  any  GPS  benefit.  If  foe  asset  is 
GPS-equipped,  foen  foe  type  of  access  must  be  determined  (Le.,  P-code  vs.  C/ A 
code,  absolute  vs.  differential  vs.  relative). 

The  secortd  question  is  whether  selective  availability  is  on.  Ifso,foenanynon- 
U.S.  military  absolute  GPS  access  is  further  degraded.  Next,  foe  base  value  for 
locatum  accuracy  may  be  determined  from  Table  2,3  whidi  assumes  a  GPS  state 


^Not»  that  if  the  modet'i  raohition  of  tettuHty  or  probability  of  kill  to  in  much  broader  bwxU  lo 

that  the  dUfeieiioe  between  4  and  10  matcn  dots  not  matter,  one  cut  stgirifianUy  reduce  the  degree 
of  resolution  in  die  GPS  iiibmodcL  As  long  as  die  aggregate  efliectt  are  wpwaeiiled,  the  dctailw 
effects  need  not  be  represented  to  a  level  of  detail  beyond  the  reaotudon  M  dw  TLC/NLC  modd. 


IjookupQPS 
loctlion  aoouncy 
framTiMta 
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Table  2 

Radmated  SEP  (malcfa)  Baaed  on  Aceaaa,  S/A.  and  Sohitioa  Method 


Selective 

Abaohite 

Abaohite 

Difierential 

Ditterential 

GPS 

Availability 

GPS 

CPS 

GPS 

GPS 

State 

(S/A) 

P-oode 

C/A  code 

P-code» 

C/A  code 

24 

OfP 

10-16 

20-30 

2-4 

4-8 

24 

On 

10-16 

54-76 

2-4 

4-8 

*If  acoMaii«  GLONASS  ligBab,  we  S/A  off  (thm  h  no  S/ A  tor  GLONASS). 
^Didetential  GPS  accuraciec  tor  P-oodc  cut  leadi  1  meter  SEP  giv«  good  gaoinetfy  and 
environmental  oonditionc. 


of  greater  than  or  equal  to  four.  The  accuracy  for  relative  GPS  targeting  will  be 
applied  after  foe  base  location  accuracy  value  has  been  detennined. 

The  third  question  to  ask  is 'TA/hat  is  the  GPS  state?”  If  foe  GPS  state  is  greater 
than  or  equal  to  four,  then  GP&equipped  Msets  may  receive  full  benefit  from 
absolute  GPS  tiansmissians.  Ifnot.foenallQffiiedeiivedGPSbenefits(wide- 
area  differential,  coordinate  conectian  ditferential.  or  relative  GPS  targeting)  are 
reduced  during  this  assessment  cycle,  as  described  in  Table  3.  Note  fiiat  the  GPS 
state  is  foe  basis  of  all  subsequent  calculations.  The  location  accuracy  provided 
by  absolute,  differential,  and  relative  GPS  are  all  calculated  on  foe  base  location 
accuracy  provided  by  foe  GPS  state. 

The  fourfo  question  is  vfoefoer  wide-area  difierential  GPS  is  being  used.  Ifso, 
foen  fiiere  is  no  maximum  range  limitatian,  although  there  is  a  range 
degradatum  effect  The  increase  in  location  accuracy  is  about  1  meter  SEP  for 
every  80  km,  as  shown  in  Eq.  (3.1)^ 


Tables 

Appieadmate  SEP  GPS  Stale 


GPS  State 

SEPMultqriier 
with  INS 

^P  Multiplier 
widioutlNS 

Favorable  (24) 

IjO 

14) 

Reduced  («  3)* 

IjO 

2Jf> 

Pexw  (<  3) 

No  GF5  effect 

No  GPS  effect 

*For  3-D  targeting,  GPS  Mate  daw  on  be  uaad  biMcad  of  GF5  Maie  four  if 
theladtoflfaefcxatfaeaieDilebfaraelioitperiodoftinieCafcwininmee).  for 
aociinMe2-Dlaigaling(CEF),aGF5italeofdiiaeieiiifficienL  TlUiaiaunm 
enqdiaiit  on  X,  Y,  and  Itae  ooonUnalH,  lather  dian  on  X,  Y,  and  Z  oooidinalea. 

^Appraadmale  value;  pradee  value  laqidna  mote  detailed  anatyais. 


^As  ihoavn  in  Beaer  and  Pnldneon  (19M),  die  maxiinum  cnor  can  be  detennined  baaed  on  die 
apparent  difference  in  the  locatton  and  thractoal  location  of  the  GPS  iateUite.  In  pracdoe,  however, 
the  maXhnum  error  ia  not  obtainad,  and  die  aflacta  can  be  mitigBted  by  knowledge  of  die  true  aatdfoe 
location.  Therefoiev  we  hBv«eetiniated«evcni|e  error  amount  to  add  to  the  dmrcntiel  GPS 
loadon  aoeuiacy  for  puipoeea  of  enelyria  in  the  1IC/NLC  model 
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Add  to  SO*:  1  m  *  (range  to  transmitter /80  km)  (3.1) 

The  fifd\  questi<m  is  whedier  coordinate  correction  differential  GPS  is  being  used. 
If  so,  dure  is  a  maximum  range  limitation  of  about  300-350  km,  for  reasons 
described  in  the  last  section.  Even  widtin  the  maximum  range  limit,  diere  will  be 
a  location  accuracy  range  degradation,  as  shown  in  Eq.  (3.1). 

The  sixth  question  determines  whether  dte  platform,  sensor,  and  munition 
ccanbination  is  adequate  to  perform  relative  GPS  targeting.  If  die  target  is 
beytmd  the  300-350  km  maximum  range  limitation  or  die  munition  has  greater 
dian  15  minutes  fli^t  time,  then  relative  GPS  targeting  cannot  be  used.  The 
currendy  available  GPS  location  accuracy  (as  calculated  so  far  in  the  flowchart) 
must  be  used  instead.  If  die  target  is  less  than  300  km  from  the  platform,  die 
current  location  error  base  value  is  multqilted  by  the  relative  GPS  targeting 
tiartor,  as  shown  in  Eq.  (3.2). 

RGT  SEP  s  05  *  current  GPS  base  value  (3.2) 

where  RGT  stands  for  relative  GPS  targeting,  md  the  current  GPS  base  value  is 
either  absolute  or  differential  GPS,  P-code  or  C/A  code  access,  widi  or  widiout 
selective  availability  <m,  as  a  function  of  GPS  state,  as  shown  in  Tables  2  and  3. 

The  sevendi  and  final  question  is  vdiether  foliage  blocks  line-of-sig^t  from  the 
receiver  to  die  satellites,  as  described  in  the  next  subsection. 


Effects  of  Foliage  on  GPS  Receiveis 

The  GPS  signal  attenuates  rapidly  in  foliage.  As  a  result,  if  dense  foliage  blocks 
die  line-of-si^t  between  the  GPS  receiver  and  die  satellites,  the  receiver  will  not 
be  able  to  obtain  or  retain  lock  m  the  GPS  s^naL 

In  most  cases,  air  and  naval  units  will  not  need  to  worry  about  foliage  blockii^ 
line-of-si^t  during  operation.  Only  ground  units  will  need  be  concerned  about 
losing  the  GPS  signal  in  foliage.  Moreover,  only  mobile  ground  assets  will  be 
afiected,  since  stationary  ground  assets  can  often  find  a  clearing  or  dimb  a  tree  to 
obtain  and  retain  die  signal  lock.  (It  may  not  be  an  elegant  solution,  but  it's 
cheap  and  it  works.) 

Ground  assets  on  die  move  will  not  be  able  to  maintain  continuous  self-location 
accuracy  through  GPS  in  forested  areas,  e^iedally  in  tropical  areas.  Moreover, 
die  ability  to  obtain  lock  on  the  GPS  signal  will  be  difficult  unless  die  assets  stc^ 
and  find  a  location  (perhaps  a  treeti^)  with  a  clear  line-of-sight  to  die  satellites. 
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It  would  not  be  appropriate  to  represent  this  effect  as  an  increase  in  die  SEP  or 
decrease  in  location  accuracy,  since  the  accuracy  is  still  good,  just  not  always 
available.  Instead,  we  recommend  directly  modifying  the  benefit  accrued  to 
GPS-equipped  groimd  assets,  as  described  in  Section  4.  For  example,  if  GPS 
allowed  the  speed  of  a  grotmd  unit  to  be  increased  15  percent  in  clear  terrain,  the 
unit  speed  wovild  be  increased  only  10  percent  in  forested  areas  and  5  percent  in 
tropical  jimgles,  as  shown  in  Table  4. 

In  addition,  die  inability  to  maintain  a  crmtinuous  GPS  signal  lock  is  important 
when  facing  a  GPS  jamming  threat,  as  discussed  in  Section  5. 


Table  4 

Effect  of  Foliage  on  Ground  Asset  Benefits 


Type  of 
Terrain 

Multiplier  of 
IncTMoein 

Unit  Speed* 

Multiplier  of 
Reduction  in 
Congesticm  Rate^ 

Clear 

1.0 

ID 

Forested 

0.67 

0£7 

Jungle 

033 

033 

*This  is  not  a  multiplier  of  die  unit's  overall  qpeed,  but  a  multiplier  of 
the  increase  in  unit  speed  that  would  be  alloived  continuous  or 

instantaneous  GPS  access. 


**This  is  not  a  multiplier  <rf  the  unit's  rate  of  congestion  while  moving, 
but  a  multiplier  of  the  reduction  in  die  rate  of  congestion  for  the  unit  as  a 
result  of  continuous  or  instantaneous  GF5  access. 
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4.  Effects  of  GPS  Transmissions  on 
GPS-Equipped  Assets 


Given  a  representaticm  of  absolute,  differential,  and  relative  GPS  coverage  in 
TLC/NLC,  and  given  a  representation  of  which  types  of  assets  can  benefit  from 
each  type  of  coverage,  we  need  to  define  exacfiy  die  types  of  benefits  that  accrue 
from  improved  location  accuracy  and  describe  how  fiwse  benefits  are 
represented  in  the  model  The  subsections  below  present  fite  three  specific  areas 
of  benefits:  improved  self*location  accuracy,  increased  target  location  accuracy, 
and  the  benefit  of  stand-off  munitions  laimdi.^ 

Note  that  each  of  ttiese  benefits  is  independent  of  darkness  and  most  weadter 
effects.^  In  addition,  GPS  receivers  are  passive  (nontransmitting),  whidi 
improves  asset  survivability  when  compared  to  active  (eg.,  radar)  position- 
luivigation  devices.  If  one  is  comparing  different  types  of  position-navigation 
devices,  die  passive  aspect  of  GPS  should  be  part  of  die  analysis. 


Benefit  of  Improved  Self-Location  Accuracy 

GPS  can  provide  improved  location  accuracy  of  an  asset  equQTped  with  a  GPS 
receiver.  Thisistrue  whedier  itisabscduteGPSordifierentialGPS.  (Relative 
GPS  targeting  apphes  only  to  improved  munition  accuracy,  not  platform  self- 
location  accuracy.)  Improved  self-location  has  two  main  benefits:  improved 
navigation  and  reduced  fratricide  diioug^  reduced  location  error. 


Improved  Navigation  to  the  Destination 

The  use  of  GPS  for  improved  navigation  means  diat  diose  operating  GPS- 
equipped  assets  are  less  likely  to  get  lost  and  more  likely  to  readi  die  desired 


*Anodicr  GFS  bewfit  is  tiiae  tyndiraniation,  ixrtridi  allows  for  better  tacUod  ooonUnation, 

Most  of  tteseSSteerebetowSelewi  of  resolution  and  are  not 

indiided  in  ttiis  design.  If  an  analyst  cm  define  die  aggregate  effects  diet  docfibedMse  benefits,  dwy 
could  be  induded  in  die  modd  at  a  later  date. 


^Thc  only  environmental  effects  that  affect  GPS  staials  are  ionoqilieric  and  tropoepherk 
distiiibmoe>,ncidier  of  whidi  is  repreeeised  in  TLC/NLC  Theeffecteofeudidistuibiaiccsondie 
GPS  state  should  be  calculated  offAie. 
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destination.  This  benefit  can  be  represented  in  a  number  of  ways  in  TLC/NLC, 
d^>ending  on  the  type  of  asset  and  die  resolution  within  ttte  model. 

For  example,  a  flight  of  GFS-equipped  aircraft  may  attempt  to  fly  to  die  primary 
target.  In  die  hi^level  design  of  the  HjC/NLC  air  onnbat  model  engagement 
and  attrition  processes,  diere  is  a  probability  Pi  diat  die  aircraft  will  reach  their 
primary  target  (see  Allen,  1993).^  This  probability  is  increased  if  die  aircraft  use 
navigational  aids  such  as  GPS.  A  similar  calculation  is  used  for  die  probability  of 
reaching  die  secondary  target 

Another  example  deals  widi  GPS-equipped  ground  units.  At  the  moment,  iew 
combat  models  include  any  representation  of  ground  forces  getting  lost, 
aldioug^  such  a  n^resentation  may  be  created  in  die  future.  For  example,  die 
area  over  which  die  allies  undertook  die  "left  hook"  during  Operation  Desert 
Storm  was  an  Iraqi  training  area  where  Iraqi  forces  usually  got  lost  We  propose 
the  following  four  representations  of  benefits  for  aggregate  ground  units  using 
GPS,  listed  in  order  of  die  simplest  to  die  most  cooqilicated: 

•  Increase  die  average  movement  rate  for  eadi  (battalion-sized)  ground  unit  in 
TLC/NLC. 

•  Decrease  die  average  unit  length.  (This  controls  congestion  in  TLC/NLC, 
which  affects  the  maneuver  speed  of  larger  formations,  sudi  as  brigades, 
division,  and  corps.) 

•  Enhance  the  ground  maneuver  network  in  TLC/NLC  for  die  GPS-equipped 
side.  (This  represoits  the  advantage  of  GPS  in  providing  die  ability  to 
navigate  in  areas  denied  to  a  non-GPS-equipped  opponent) 

•  Other  representations  of  getting  lost  could  indude  units  randomly  "taking 
die  wrong  turn"  in  die  movement  network,  or  at  least  waiting  longer  at  the 
crossroads  before  continuing  its  movement 

Whichever  form  of  penalty  is  used  to  represent  reduced  land  navigation  benefits, 
die  representation  diould  be  bodi  sinqile  and  credible.^  At  this  time,  we  plan  to 
implement  die  first  two,  and  possibly  die  third,  representations  of  die  benefits  of 
GPS  on  ground  maneuver  in  the  TLC/NLC  modd. 


^  TLC/NLC,  die  prababiiity  of  not  mdiing  the  target  due  to  nsvignion  oior  is  Mpante  from 
the  calculation  of  not  leadiing  the  target  due  to  amition. 

%  has  been  suggested  that  GPS  abo  can  be  uaed  to  impiDve  the  abUty  of  a  unit  to  travcrae  a 
minafidd.  Hoiravcr,  the  GPS  location  error  tends  to  change  over  time,  and  50  pesoentSSP  means 
that  the  receiver  has  only  a  50  percent  chance  of  being  urithin  10  mclen  of  its  repoited  location.  Asa 
result  unless  the  mtaiefW  is  very  qrarie,  GPS  location  accuracy  wrill  not  be  of  mi^or  assistance  in 
traversing  land  mines.  Naval  mines,  in  particular,  are  difficult  to  detect  and  tend  to  move  wMi  the 
current  As  a  result  GPS  would  not  be  very  useful  in  traversing  around  ftee  Boating  mines. 
Traversing  fixed  naval  minefields  entails  die  same  risk  as  using  GPS  to  traverse  land  minefields. 


24 


We  also  plan  to  improve  ttte  accuracy  of  artillery  and  surface-to-sur£ice  missile 
fires.  Artillery  and  surface-to-surfoce  missiles  benefit  fiom  improved  self* 
location  accuracy  resulting  from  better  knowledge  of  dieir  own  location.  For 
example,  if  tt\e  location  of  d\e  firing  battery  is  better  known,  its  ability  to  place 
fires  accurately  on  die  target  will  be  improved.  In  addition,  if  die  forward 
observer  has  improved  knowledge  of  his  own  location,  he  can  direct  more 
accurate  fires  on  die  target. 

Another  example  is  die  benefit  of  GPS  for  self-location  accuracy  provided  to 
special  operati<ms  forces  (SOF).  SOF  teams  using  GPS  can  improve  their 
navigation  on  insertion,  resupply,  targeting,  ground  movement,  and  extractirm. 
In  each  of  these  cases,  lack  of  location  accuracy  can  lead  to  unnecessary  losses 
and  mission  aborts. 

Search  and  rescue  is  another  mission  diat  can  benefit  from  GPS  self-location 
accuracy.  The  location  accuracy  of  bodi  die  downed  pilot  and  the  rescue  team 
are  improved,  diereby  increasing  the  diance  of  missicm  success.^ 


Reduced  Fratricide 

Historically,  indirect  fire  has  been  a  principal  source  of  fiatridde.  Yet  during 
Desert  Storm,  diere  were  no  lepcnrted  cases  of  U.S.  mdirect  fire  fintricide,  even 
diough  friendly  forces  attempted  to  call  indirect  fire  on  other  friendly  forces  on  a 
number  of  occasions.  The  main  reason  these  calls  for  fire  were  canceled  at  die 
fire-direction  center  was  that  die  maneuver  units  frequendy  were  able  to 
accurately  report  dieir  positions  because  of  GPS.^ 

Based  on  experiences  such  as  diese,  die  representation  of  fiatricide  in  TLC/NLC 
is  an  important  aspect  of  determining  die  effects  of  space  assets  on  die  battlefield. 
Fratricide  tends  to  occur  when  there  is  uncertainty  as  to  die  identity  or  location  of 
friendly  forces.  In  many  cases,  identity  may  be  assumed  based  on  location.^ 


%he  current  plan  is  to  not  tnchide  Ute  benefits  of  GF5  provided  to  SOT  and  Mudi  and  icKue 
operations  directly  in  the  TLC/NLC  model,  but  to  addnaa  such  iaeucB  off-line.  The  outputs  of  the 
TlC/NLCmodd  can,  however,  be  used  as  hiput  data  for  the  analyais.  For  example,  the  number  of 
friendly  aircraft  downed  over  enemy  territory  as  represented  in  the  modd  provides  the  deonmid  for 
search  and  rescue  operations  over  ttane.  The  enemy  air  defense  and  ground  forces  hi  the  area  provide 
fire  threat  to  fire  rescue  team. 

^From  fire  transcript  of  a  taped  interview  with  the  oombatanlB  at  the  battle  of  73  Eastirtg, 
Operation  Desert  Storm. 

^In  addition  to  good  self-location  accuracy,  a  good  command,  controL  artd  oommunications 
system  and  set  of  prorxdures  are  required  to  preclude  fratricide.  Without  the  ability  to  communicate 
and  monitor  fiien^  positions  and  ctmtrol  fi^  improved  self-iocatlon  accura^  ahme  will  not 
reduce  fratricide  However,  improved  self-location  accuracy  does  reduce  fiatrii^  if  fire  other 
prerequisites  are  already  tar  pla^ 
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To  include  featridde  in  TLC/NLC,  we  xieed  to  represent  a  degree  of  uncertainty 
as  a  function  of  die  situaticm.  The  snore  uncertainty,  the  greater  the  likdihood  of 
fratricide.  The  less  uncertainty,  die  lower  the  likelihood  of  fratricide.  Accurate 
and  frequent  position  location  reporting  will  reduce  die  degree  of  uncertainty  of 
friendly  force  location,  and  diereby  reduce  fratricide.  A  presentation  is  available 
from  the  author  on  a  need-to-know  basis  regarding  air-to-air  and  ground-to-air 
fratricide  as  a  functirm  of  die  situation.  For  ground-to-ground  attrition,  modifiers 
to  the  availability  factors  in  the  CAOEM  (Calibrated  Differential  Equation 
Methodology)  attrition  process  should  be  considered.^  (CADEM  is  a  continuous 
differential  version  of  die  ATCAL  (Attrition  Calibration)  killer-victim  scoreboard 
onediodology  for  representing  ground-to-ground  attrition  in  aggregated  cosdiat 
models;  see  Moore,  1993.) 


Benefit  of  Increased  Target  Location  Accuracy 

niere  are  diree  primary  benefits  to  increased  target  location  accuracy:  increased 
lediality  against  fixed  and  mobile  targets,  fiister  production  of  increased  accuracy 
of  target  location,  and  die  ability  for  additional  platforms  to  provide  target 
designation. 

Increased  Lethality  Against  Fixed  and  Mobile  Targets 

Fbced  targets  nuiy  be  located  by  various  means  to  a  fsiriy  good  degree  of 
accuracy.  If  GFS  receivers  can  be  placed  on  semi-autanoinous  munitions,  they 
can  find  their  way  to  die  target  If  equqiped  with  both  receiver  and  an 
inertial  navigation  system,  diese  munitions  can  have  very  good  accuracy,  subject 
to  enemy  countermeasures  (see  Sectim  5).  These  smart  munitions  may  be 
guided  by  absolute  or  differential's.  A  platform  widi  a  precise  direction  and 
distance  sensor  widi  line-of«i^t  to  die  target  and  a  GPS-equqiped  munition  can 
also  obtain  increased  lethality  dirough  die  use  of  relative  GPS  targeting,  as 
described  earlier. 

Lediality  against  mobile  targets  truly  be  irtqnoved  dirough  a  second  use  of 
telativeGPS.  Mobile  targets  duit  appear  within  the  same  field  of  view  as  features 
whose  locations  ate  well  known  ate  susceptible  to  more  accurate  targeting.  The 


%iinply  using  a  tection  of  frimdiy  fofosi  Ullad  by  faatriciilt  or  •  UUcf-vidim  loonboad  in 
which  frkndfy  foms  nay  aigage  odwr  fttaidly  forces  is  not  an  adaquale  nprassnlaiion  of  frauidds. 
Aaseasing  faiaidly  casualties  tSMilting  from  fraUeide  at  a  certain  fixM  tale  indepandent  of  the  dagrae 
of  unoertbilydoas  not  iqmaentiha  causa  of  fettldda  or  ways  ID  reduce  it  Onoa  uncertainly  is 
indudad,  fitaMcida  and  be  adequately  addresaad,  and  tha  effects  of  tanpiovad  kxalion  aocmaqr  and 
reporting  can  be  meaainad 


26 


absoue  of  any  known  features  in  ttie  same  field  of  view  makes  it  more  difficult 
to  attack  mobile  targets.  Mobile  targets  may  be  attacked  by  munitions  ttut  are 
eidter  GPS-equipped  or  non-GFS-equipped,  dependmg  on  the  degree  of  target 
location  accuracy  obtairwd  and  the  time  from  detection  to  attack. 

An  added  benefit  to  increased  target  locatkm  accuracy  is  a  possible  reduction  in 
munitions  expenditure.  The  more  accurately  the  location  of  die  target  is  known, 
the  fewer  munitions  of  a  given  type  need  to  be  allocated  as  a  hedge  against  target 
location  uncertainty.^  This  reduced  munition  expenditure  beitefit  applies  bodi  to 
air-launched  starul-off  munitions  and  gitnmd-lauiKhed  indirect  fire  munitions, 
such  as  artillery  and  surfeoe-to-surfeoe  missiles. 

In  TLC/NLC,  dtisiiuaeased  lethality  will  be  a  hmcdon  of  the  type  of  munition 
and  type  of  platform.  In  addition  to  dw  attributes  added  to  TLC/NLC  platform 
and  mtinition  otqects,  data  on  how  increased  accuracy  relates  to  increased 
lethality  must  be  provided  to  the  TLC/NLC  modelers. 

Faster  Production  of  Increased  Location  Accuracy  of  Target 

The  time  it  takes  to  process  a  target's  location  can  be  extensive,  depeiuiing  on  the 
circumstances.  For  example,  a  mobile  sensor  detects  a  target,  but  die  rapidly 
changing  location  of  die  sensor  and  its  changing  orientation  to  die  ground  and 
the  target  make  it  difficult  to  determine  the  target's  actual  location.  Thereare 
software  methods  available  to  transform  or  warp  die  picture  obtained  by  the 
sensor  cmto  a  standard  planning  map,  but  this  can  take  a  while.  If  the  target  is 
mobile,  such  as  a  SCUD  launcher,  die  time  required  to  transform  die  picture  may 
exceed  the  time  available  to  attack  die  target 

GPS  could  help  reduce  the  time  it  takes  to  correlate  die  sensor  picture  to  die  map 
by  referring  the  target's  focation  relative  to  objects  whose  locatkxis  on  die  map 
are  already  known.  This  reduction  in  piocessing  time  may  be  sufficfent  to  attack 
a  mobile  target  within  the  window  of  opportunity.  For  example,  srrudl  air- 
delivered  GPS-equipped  radar  transponders  could  provide  reference  points 
behind  enemy  lines.  Sudi  reference  points  would  allow  for  o^et  targeting  as 
well  as  reduce  the  time  required  to  process  stand-off  sensor  data,  sudi  as  fimn  J- 
STAKS  or  TR-1.  If  the  transponder  were  moved,  it  would  automatically  iqxlate 
its  new  locatkm  using  its  GPS  receiver.  Such  transponders  may  be  destroyed,  but 


^  TLC/NLC,  for  ecample,  tiw  lunnbcr  of  munitkim  dial  need  to  be  ddivend  to  Ihe  target 
(determined  during  miMfonplMining)  is  a  funcBon  of  foe  eftecBveneai  of  the  munition.  Themore 
effective  the  munitian,  the  fo««cr  rounds  are  nquiicd  fo  achieve  the  desired  level  of  damage  to  the 
target  Since  fewer  rounds  are  requited  to  achieve  die  desired  level  of  target  damage,  the  overall 
munitfons  CKpenditute  is  reduced. 
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they  first  must  be  found.  Botti  the  radar  transponder  and  foe  GPS  receiver  are 
difficult  to  detect  and  locate  for  destruction.  Proliferation  of  foese  devices  in  foe 
rear  area  complicates  the  dutllenge.*^ 

Faster  production  time  will  tnctease  the  accuracy  of  attacks  against  mobile 
targets  under  fiMse  drcumstances.  TLC/NLC  needs  data  on  foe  time  saved  in 
processing  and  how  that  time  translates  mto  increased  lefoality  against  a  mobile 
target  given  the  type  of  platform,  munition,  and  sensor. 


Additional  Platforms  That  Can  Provide  Target  Designations 

Many  weapons  platforms  have  target  desigrutors  foat  can  guide  munitions  to 
targets.  Some  of  foese  desigrutors  place  a  beacon  or  reflect  a  beacon  from  foe 
target  so  foat  foe  munition  can  be  guided  to  the  target  Ofoers  simply  radio  the 
information,  as  would  an  observer  on  foe  ground  or  in  foe  air. 

Relative  GPS  targeting  and  ofoKt  targeting  allow  rruxe  platforms  to  act  as  real* 
time  or  near  real-time  target  designahns  than  have  been  available  in  the  past 
For  die  two  reas(xis  given  above,  many  sensors  could  be  processed  sufficiently 
quickly  to  allow  weapons  platforms  to  attack  foe  target  wifoin  a  narrow  window 
offime.  Special  forces  teams  could  also  use  GPS  for  improved  targeting.  In  some 
cases,  foe  location  of  fixed  installatians  "visited''  by  foe  team  could  be  verified  to 
a  degree  of  accuracy  not  passible  by  other  means.  Such  data  could  be  obtained 
well  before  foe  weapons  are  laundied  to  the  target  Mobile  targets  diat  appear 
wifoin  the  team's  field  of  view  could  be  targeted  relative  to  known  locations  also 
in  their  field  of  view. 

Many  assets  could  contribute  to  inqnoved  targeting  through  GPS  equqmnent 
For  exarrqile,  special  forces  and  ofoer  deep  reconnaissance  assets  can  provifte 
GPS-based  targeting  data,  dependit^  on  how  long  foey  have  been  in  place  and 
^lefoer  they  have  been  able  to  operate  in  foe  area.  This  will  probably  not 
require  additional  attributes  on  TLC/NLC  objects,  but  win  require  data  on  how 
accurately  and  quickly  tile  information  gathered  by  such  means  can  be  obtained 
and  provided  to  tiie  weapons  platforms. 


^^hlimaieflMnytypctoficflKtonttatoouklbeuMdinaddiliantoiadartnnpandtci.  Later 
icdacion  and  other  devioet  oould  be  used  to  indkale  rdaiivc  location,  wMIe  the  GPS  ftfnenoe 
receiver  could  be  uted  to  detenniiie  ibeotute  toeatkw. 


28 


Benefit  of  Stand-Off  Munitions  Launch 

The  benefits  of  stand-off  munitions  launch  come  in  two  categories:  redviced 
vulnerability  of  the  launching  platform  to  enemy  threats  aiui  the  savings  in  time 
and  fuel  for  t>e  launch  platforms.  The  second  benefit  also  increases  the  number 
of  targets  that  could  be  ei^ged  by  a  stand-off  platform  during  a  single  sortie.^^ 


Reduced  Vulnerability  to  Enemy  Threats 

GPS^uipped  mimitions  allow  for  strikes  to  be  conducted  fiom  much  fiuther 
away  than  in  the  past  because  of  the  munition's  (and  die  target's)  iiKieased 
location  accuracy.  Friendly  air  assets  tiiat  are  able  to  laundt  outside  of  fite  range 
of  enemy  air  defdises  (ground  or  air)  are  less  likely  to  be  engaged  by  the  enemy 
assets,  and  therefore  have  increased  survivability.^  Similarly,  ground-based 
platforms  with  stand-ofi  munitions  can  fire  %vith  littie  chance  of  enemy 
retaliation  if  laundied  outside  the  range  of  enemy  assets.  In  either  case,  the 
range  of  tiie  stand-<^  munitions  can  reduce  or  sometimes  negate  the  efiects  of 
enemy  tiireats  to  the  launching  platform. 

In  TLC/NLC,  assets  equipped  with  stand-rrff  munitions  will  be  able  to  avoid 
some  or  all  of  the  air  defenses  at  a  target,  especially  the  tenninal  defenses. 
TLC/NLC  needs  data  on  letiiality  given  tile  stamd-off  range  of  each  Qrpe  of 
munition,  as  well  as  tiie  lethality  of  the  air  ddnse  and  other  tiireats  as  a  function 
of  tile  stand-off  range. 


Reduced  Flight  Time  to  Engage  Target  Gives  Fuel  and  Time  Savings 

Stand-off  munitions  also  provide  a  benefit  in  terms  of  tiie  reduced  flight  time 
required  to  deliver  tiiem  (as  conqiared  to  the  time  required  to  deliver  close-in 
munitions).  A  platform  attacking  a  sir^  target  will  be  able  to  cut  many  miles 
ott  its  mission  because  of  the  munition's  ability  to  travel  a  long  way  to  strike  a 
target  In  additksi,  the  ability  to  engage  multiple  targets  using  stand-ofi 
munitions  during  a  sin^  flight  mission  may  reduce  the  total  number  of 
missions  required  to  attack  a  target  sct^^ 


alio  Section  5  on  GPS  oounimiMMRa  for  limals  agsimt  Mand-off  muniliom  taundL 
aaaiinies  that  Ukdy  cncBw  thnet  kKnioM  an  knoam  and  that  Ae  oppor^^  oottsio 
launch  againat  targets  wrhae  outride  the  thnatenvriope. 

^^tand-off  munitione  abo  attow  far  off-axia  dehveriee,  which  can  improve  aircraft  mrvival. 
However,  Ais  it  below  the  levri  of  foaohition  in  the  HjC/NLC  model 
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ILC/NLC  needs  data  on  the  estimated  fuel  and  time  savings  frmn  stand-off 
munitians  launch,  as  well  as  the  numbe  of  targets  diat  could  be  engaged  by  a 
sin^  stand-off  platform  as  opposed  to  a  single  platform  that  must  penetrate  to 
die  target 
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5.  GPS  Coimtenneasures  and 
Coimter-Countenneasures 


We  will  discuss  three  areas  of  GPS  countermeasures  and  counter¬ 
countermeasures:  direct  ttueats  against  die  GPS  transmitters,  direct  threats 
against  the  GPS  receivers,  and  die  direats  against  GPS  signals.  In  all  of  diese 
examples,  either  the  United  States  or  an  enemy  of  the  United  States  could  use 
GPS  countermeasures  and  counter-countermeasures. 


Direct  Threats  Against  GPS  Transmitters 

We  discuss  two  types  of  direct  threats  against  GPS  transmitters:  direct  direats 
against  absolute  GPS  satellites  and  direct  threats  against  diderendal  GPS 
transmitters. 


Direct  Threats  Against  Satellites 

Since  the  GPS  satellites  operate  in  semt-syndironous  orbits,  most  tuitions  do  not 
possess  the  capability  to  attack  them  directly.  Most  antisatellite  (ASAT) 
platforms  were  designed  to  operate  against  low-Earth-ocfait  satellites,  not 
satellites  in  higher  orbits,  ^teover,  directed-energy  attacks  require  substantial 
power  and  advanced  technology,  whidi  few  lutions  have.  As  a  result,  direct 
direats  against  GPS  satellites  are  unUkdy,  unless  die  soeruurio  calls  for  fighdng 
against  die  Russians.  Even  then,  diere  is  some  cpiesdon  as  to  how  mudi  of  a 
direat  against  GPS  satellites  diey  could  mount  at  diis  time  or  in  die  near  future. 

Counter-countermeasures  to  attacks  on  GPS  satellites  indude  maneuvering 
satellites,  accessing  GLCX4AS6  satellites,  or  laundiing  additional  satellites. 

There  is  no  plan  to  represent  satellite  objects  or  eiqilidt  orbits  in  TLC/NLC.  That 
level  of  detail  is  not  required  for  die  studies  currentiy  planned  for  TLC/NLC. 
Due  to  die  wide-area  coverage  of  absolute  GPS  transmissions,  the  use  of  die 
global  variable  GPS  state  for  the  theater  defined  over  time  should  be  sufficient  to 
address  die  results  of  ASAT  operations  analyzed  off-line.  As  a  result,  die  GPS 
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state  parameter  in  the  model,  which  may  change  over  time,  ^ould  be  sufficient 
to  represent  file  effects  of  direct  threats  to  GPS  satellites.^ 

One  important  caveat  is  fiiat  this  report  assumes  a  conventional  (nonnuclear) 
threat  environment.  We  have  not  included  file  efiects  of  a  high>altitude  airburst 
with  large  electromagnetic  pulse  on  file  GPS  satellite  constellation  or  m  GPS 
signal  transmissians  through  the  ionosphere.  To  include  these  foctors  in  an 
analysis,  we  suggest  using  off-line  analysis,  similar  to  file  ASAT  analysis 
described  above.  Once  the  number  of  satellites  that  can  still  transmit  signals  to  a 
region  over  time  has  been  determined,  file  GPS  state  can  be  entered  into  the 
TLC/NLC  model  and  file  analysis  performed. 

Direct  Threats  Against  Differential  GPS  Transmitters 

I>irect  fiireats  against  ground-based  differential  GPS  transmitters  are  much  more 
likely  fiian  direct  fiireats  against  file  GPS  satellites.  Since  file  location  of  file 
differential  GPS  transmitters  may  be  known  to  all  parties  before  the  conflict,  and 
file  fact  fiiat  fiieir  transmissians  can  be  detected,  file  life  expectancy  of  such 
transmitters  may  be  short  if  targeted  by  file  enemy.  Inferential  GPS  transmitters 
fiiat  are  destroyed  at  otherwise  forced  to  cease  operations  are  no  longer  capable 
of  assisting  assets  in  location  accuracy. 

It  is  difficult  to  prepare  counter-countenneasures  to  differential  GPS 
countermeasures.  One  mefiiod  of  defense  is  to  pnfiiferate  the  difeiential  GPS 
transmitters  in  a  field,  rafiier  fiian  as  only  a  point  source.  Eadi  transmitter  can  be 
targeted  and  destroyed,  but  it  is  more  difficult  to  take  out  file  whole  field. 

In  TLC/NLC,  it  should  be  sufficient  to  represent  GPS  transmitters  as  just  another 
fixed  target  for  purposes  of  attrition  and  suppression  cakulation.  lliereisno 
need  for  additional  model  attributes,  although  the  vulnerability  of  such 
transmitters  should  be  obtained.  A  shnilar  representation  is  adequate  for 
differential  GPS  relay  transmitteis. 

Direct  Threats  Against  GPS  Receivers 

GPS  receivers  can  also  be  targeted.  However,  since  the  GPS  receivers  tend  to  be 
contained  in  the  asset,  destroying  the  GPS  receiver  tends  to  destroy  the  platform 
as  weU.  As  a  result,  file  normal  attrition  model  in  TLC/NLC  should  be  adequate 


^  As  mnliamd  before,  INS-tqiiippad  aHets  an  kM  aScdsd  by  gips  tai  GPS  raocpttan  if  the  gaps 
an  less  than  one  hour  long  for  navigatfon  purpoaca,  or  a  few  minulee  fn  taigetiiig  pinposea. 
Therefon,  it  may  not  be  neoeasafy  to  tndi  changes  in  the  GF5  Male  that  an  lass  than  15  minules  long. 
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to  address  direct  attacks  against  GPS  receivers.  The  best  counter- 
countenneasiires  to  direct  dueats  against  GPS  receivers  are  ncHinal  survivability 
measures. 


Threats  Against  GPS  Signals 

We  will  discuss  two  types  of  ttueats  agaiztst  GPS  signals:  jamming  artd  spoofing 
of  GPS  signals. 


Jamming  GPS  Signals 

Probably  the  most  eff^ve  and  most  likely  dueat  against  GPS  use  will  be 
jamming  of  die  GPS  signal  The  GPS  signal  has  a  very  low  power  (about  lO’^^W) 
widiin  a  known  (20  MHz)  frequency  range  and  therefore  is  susceptibie  to 
januning.  Even  relatively  small  10-W  jammers  can  substantially  degrade  the  GPS 
sigrulatarangeof20-40km.  More  powerful  januners  can  substantially  increase 
dut  range,  albeit  at  the  cost  of  increasing  dietr  signature  to  counter-threats. 

If  the  jammers  are  transmitting  in  a  tuurow  (mudi  less  than  20  MHz)  frequency 
band,  dien  the  following  countermeasure  can  be  used.  The  software  package  on 
many  of  the  receivers  can  detect  a  single  frequency  spike  in  airqilitude  well 
above  die  absrdute  GPS  transmissians  and  dien  notdi  out  (ignore)  this  narrow 
frequency  band.  As  a  result,  die  rest  of  the  uniammed  GPS  frequency  band  is 
available  for  access  by  the  receiver. 

However,  if  the  jammer  fills  the  20  MHz  GPS  band,  notdi  filtering  will  be 
ineffective,  and  die  entire  band  will  be  jammed.  As  a  result,  it  will  be  difficult  for 
the  receiver  to  adiieve  and  retain  lock-on  to  die  GPS  transmissions,  and  it  will 
lose  the  signal 

An  alternative  counter-countermeasure  would  be  for  die  GPS  receiver  to  use  a 
directional  antenna  to  ignore  GPS  jamming  sigruds.2  If  the  jammer  is  ground- 
based,  it  is  possible  for  the  receiver  to  igneue  all  signals  that  do  not  come  from  the 
sky.  Unfortunately,  it  is  mudi  more  difficult  to  avoid  a  januning  signal  from  an 
airborne  platform.  It  is  difficult  for  a  platform  to  retain  lock-on  to  the  GPS  sigrud 


^DinclkMid  antennas  hc^bodiaiibonie  and  BOund-baMd  GPS  notivm.  Per  example,  if  a 
ground-baaed  jammer  is  aUanyMnglo  jam  ground  baaed  CPS  taceivew^  a  diiectionalanlenna  will 
hdp  raduoe  the  effecia  of  jamming.  Simyaiy,ifanaiifaomejaaameriaatlamptiogtojamaground- 
based  GPS  moeiver,  it  win  be  moK  difficult  to  counter  the  januning  itiictijr  thrM^  the  use  of  a 
dbcctionat  antenna.  Both  ground-baaed  fcoehm  and  jaminen  moat  be  ooncemed  about  tenain 
masUng  of  the  signal  they  are  trying  to  receive  or  jam.  TenainnusIdngwillnotbeeqiHd^ 
considered  in  TtC/NLC,  but  wul  be  todudod  bnfwdiiy  when  the  ana^  defines  legtons  of  ^munbig 
as  modd  inputs. 
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being  jammed  from  the  same  general  direction  (see  Frost  and  Schweitzer, 
fordtcoming). 

One  of  the  best  counter<ountermeasures  to  jamming  of  GPS  signals  is  to  attack 
the  jammers.  SirKe  jammers  must  radiate  more  or  less  continuously  and  at 
sufficient  power  to  jam  at  long  range,  they  are  rather  visible  targets.  As  a  result, 
a  version  of  the  antiradiation  missile  used  against  air  defense  radars  could  also 
be  used  against  GPS  jairuners.  Conversely,  a  shrewd  c^yponent  would  place  die 
GPS  jammers  at  locations  diat  would  make  it  difficult  for  the  United  States  to 
attack,  sudi  as  populated  places  or  other  sites  with  a  hig^  potential  for 
undesirable  collateral  dairuige.  A  near  miss  mi^t  disable  the  transmitter,  but 
would  increase  the  humanitarian  cost 

If  the  enemy  were  to  simply  radiate  jamming  signals  continuously  from  a  single 
large  transmitter,  it  would  be  relatively  easy  to  locate  and  suppress  duit  jammer. 
As  an  alterrudve,  die  enemy  could  attempt  to  proliferate  a  large  number  of  small 
jammers  to  achieve  die  same  effect  If  dtere  are  a  large  number  of  low>power 
jammors  jn  action  in  die  Same  area,  destioymg  die  field  of  jammers  will  not  be 
cost  effective. 

Conversely,  it  may  not  be  cost  effective  ion  die  enemy  to  prolifdrate  GPS  jammers 
to  deny  US.  GPS  access  when  compared  with  the  of^xMtunity  cost  of  forgoing 
additional  military  capability  for  their  side.  For  example,  a  lO-W  jammer  will 
consume  a  car  battery's  wordi  of  power  every  four  hours,  whidi  is  an  eiqiensive 
opportunity  cost  for  most  regicnal  threats. 

In  TLC/NLC,  GPS  jamming  assets  will  need  to  be  represented  in  die  modeL 
They  can  either  be  separate  objects  widi  dieir  own  state  and  attributes,  or  the 
ability  to  jam  GPS  can  be  an  attribute  of  die  target  It  will  probably  be  better  to 
use  the  former  representation,  siiioe  it  will  be  mote  readily  included  in  die 
existing  system  of  target  objects. 

In  addition,  TLC/NLC  will  need  data  on  die  effects  of  jamming  by  size  and  type 
of  jammer  and  die  effects  on  GPS  teoeivets  (by  type)  as  a  function  of  die  range 
(see  Tables).  Table 5  shows  januner  effects  on  an  absolute  GPS  receiver,  or  an 
absolute  GPS  receiver  with  nulling  or  notch-filter  software,  or  an  absolute  GPS 
receiver  with  nullity  software  and  a  directional  antenna.  Note  diat  Table  5 
applies  to  only  a  single  jarruner  or  a  few  jammers,  not  a  large  number  of  low- 
power  jammers. 

The  data  should  include  distinctions  between  narrow-band  and  wide-band 
jammers,  as  well  as  ground-based  and  airborne  jammers.  Eadi  of  diese  jammers 
is  more  or  less  effective  against  software  (a  nulling  or  notdi-filter)  and  directional 
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fabteS 

DctemdiuitUMi  of  PoMiblc  Jamming  Effacta 


Type  of  Jammer 

Type  of  Receiver 
(Air  or  Ground) 

Etiect  of  Jamming 

Power 

Factor 

Narrow-band  ground 

Abaolute 

Check  for  jamming 

1.0 

Narrow-band  ground 

Nulling  software 

Minimal  efiect 

1.0 

Narrow-band  ground 

Directional  ant 

Minimal  effect 

0.033 

Narrow-band  air 

Absolute 

Check  fm*  jamming 

1.0 

Narrow-band  air 

Nulling  software 

Minimal  e^ct 

1.0 

Narrow-band  air 

Directional  ant 

Minimal  efiect 

1.0 

Wide-band  ground 

Abaolute 

Check  for  jamming 

1.0 

Wide-band  ground 

Nulling  software 

Check  for  jamming 

1.0 

Wide-band  ground 

Directkmal  ant 

Minimal  efiect 

0.033 

Wide-band  air 

Abaolute 

Check  for  jamming 

1.0 

Wide-band  air 

Nulling  software 

Check  for  jamming 

1.0 

Wide-band  air 

Directional  ant 

Check  for  jamming 

1.0 

antenna  counter-countenneasures.  This  decrease  in  location  accuracy  will  be 
translated  into  decreased  lettiality  or  decreased  probability  of  reaching  the  target, 
as  described  earlier.  Directattacksagain8tGPS|aininers  will  be  represented  in 
die  normal  TLC/NLC  attritian  processes  like  any  other  fixed  or  mobile  target 

If  'Effect  of  jamming'  is  "Miniinal  effect,"  then  normal  target  location  accuracy 
calculations  occur  unless  tile  jammer  power  is  very  large.  If  tite  table  indicates 
"Check  for  jamming,"  tiien  Table  6  determines  the  ajyroximate  range  at  which 
jammii^  takes  place. 


Tables 

Detcnnination  of  Range  of  Jamming  to  Break  Lode  or  Fledadc  Signal  Acquisition* 


Type  Jammer  to 
Type  Receiver 

Type  User 
or  Access^ 

Jammer 

Power 

(W) 

Range  (km) 
at  Which 
Jamming 
Breaks  Lc^ 

Range  (km) 
to  Predude 
Sigiud 
Acquisition 

A-A,A-G,G-A 

Psxide 

1 

45 

43 

A-A,  A-G,  G-A 

P-oode 

10 

135 

135 

A- A,  A-G,  G-A 

P-oode 

100 

43 

427 

A-A,  A-G,  G-A 

C/Aoode 

1 

135 

120 

A-A,  A-G,  G-A 

C/A  code 

10 

43 

380 

A-A,  A-G,  G-A 

C/A  code 

100 

135 

1200 

*Tablesa8uincsaP-oodcuser,IN5-aklcdiristfofin,iioaiifrjaimning  cnhmocrivr^  and  a 
0-dB  diffmnoe  in  the  gain  lo  the  jammer  and  to  die  aatdlite. 

^Note  that  P-oode  requbet  about  10  thnee  the  jamming  poiver  to  jam  the  rignal  at  the  Mme 
migeaaC/Aoode  If  die  power  dropaaa  the  square  of  the  range  Own  if  10  Wean  break  lock 
^itoBtP'OodeatlSJkm.itwiU  jam  C/A  code  at  3.16  times  135  km,  or  43  km. 
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Table  6  detennines  the  estimated  range  that  a  jammer  with  the  indicated  effective 
radiated  power  (transmitter  power  times  antenna  gain)  could  break  a  GPS 
receiver's  lock  on  an  already  acquired  GPS  signal  This  table  also  includes  the 
range  at  which  the  GPS  signal  will  not  be  acquired  by  a  receiver  as  a  function  of 
the  jammer  power.  Note  that  it  takes  more  power  to  jam  an  already  acquired 
GPS  signal  than  it  does  to  preclude  die  acquisition  of  a  GPS  signal. 

If  the  jammer  is  grotmd-based  and  the  receiver  airborne,  multiply  die  jammer's 
power  by  die  power  factor  in  Table  5.  This  factor  accounts  for  the  fact  that  a 
ground-based  jammer  attempting  to  jam  a  directional  antenna  (diat  is  looking 
up)  will  require  about  30  times  as  much  power  as  an  airborne  jammer  to  achieve 
the  same  effect.  The  jammer  power  decreases  rou^y  as  die  inverse  square  of  the 
range  due  to  minimal  reflections  (see  Frost  and  Schweitzer,  1993),  or 

received  power  =  constant  *  jammer  power/ (range)^  (5.1) 

Note  that  diese  numbers  apply  only  to  jammers  within  line-of-sight  of  receivers, 
such  as  airborne  jammers  against  ground  receivers,  airborne  jammers  against 
airborne  receivers,  and  ground-based  jammers  against  airborne  receivers.  Indie 
case  of  a  ground-based  jammer  against  a  ground-based  receiver,  diere  is 
additional  attenuation  from  ground  reflection,  clutter,  and  die  like,  which  causes 
the  jammer  power  to  decrease  mote  quickly  as  a  function  of  range  after  the  first 
Idlometer  (see  Analytic  Sciences,  1976).  Depending  on  die  assumed 
environmental  conditions  along  die  transmission  path,  die  decrease  in  power 
may  be  as  much  as  the  diird  or  fourth  power  of  die  range.  As  a  result,  ground- 
based  jammers  tend  to  be  relatively  e^ctive  against  P-code  receivers  either 
when  the  receivers  are  within  1  km  of  die  jammer  or  in  situations  where  die 
receiver  must  acquire  lock-on  while  within  jamming  range,  as  in  heavy  foliage. 

In  TLC/NLC,  we  assume  that  air  and  naval  platforms  will  tend  to  already  have  a 
GPS  signal  lock  when  encountering  enemy  jamming.  As  a  result,  the  second  to 
last  column  will  be  used  to  determine  the  e^cts  of  jamming.  As  mentioned  in 
Sectirm  3,  foliage  can  preclude  line-of-sight  to  die  GPS  signal  Therefore, 
jamming  against  ground  units  in  foliage  should  use  the  last  column  in  die  table, 
since  it  is  unlikely  units  in  diat  environment  will  be  able  to  maintain  a 
continuous  lock  on  the  GPS  signal  Therefore,  ground  units  in  heavy  foliage  are 
mote  susceptible  to  an  enemy  GPS  jammir^  dureat  In  addition,  all  friendly  units 
within  one  kilometer  of  enemy  GPS  jammers  will  be  considered  unable  to 
maintain  lock  to  the  GPS  signal 
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Spoofing  GPS  Signals 

Spoofing  GFS  signals  is  a  method  by  which  an  opponent  attempts  to  mimic  die 
GPS  signed,  thereby  misguiding  the  GPS  receiver  %vith  false  location  data.  A 
successfully  spoofed  GPS-guided  munition  will  be  directed  away  from  the 
desired  target^  It  is  possible  to  spoof  C/A  code,  but  die  encrypted  P-code 
(called  the  Y-code)  is  considered  spoof  resistant  Aldiou^  P-code  receivers  are 
currendy  available  oidy  to  U.S.  military  and  other  authorized  users,  die  Y<ode  is 
a  hedge  against  die  time  when  a  potential  enemy  has  access  to  P-code  receivers. 

It  is  much  more  difficult  to  spoof  a  GPS  receiver  dian  to  jam  it  Because  it  takes 
four  GPS  satellites  to  adequately  define  a  receiver's  location  in  four  dimensions, 
spoofing  just  one  satellite  is  unlikely  to  allow  the  asset  to  be  misguided 
significandy  off  course. 

Owing  to  the  complexity  and  uncertainty  associated  widi  GPS  signal  spoofing 
tedinology  and  tediniques,  we  do  not  plan  to  esqiliddy  represent  diis  feature  in 
TIjC/NIjC.  We  will  omsider  likely  spoofing  sites  (if  any)  as  just  another  form  of 
jammer  widi  possibly  different  effectiveness  parameters  as  a  function  of  range 
and  type  receiver. 


^Mo8toppan0its  win  guide  die  weapon  to  explode  in  a  hiimltM  ansa.  Ruthlen  opponents  may 
tiy  to  guide  ttw  weapon  into  populated  areas  to  taioease  ooUatecal  damage  that  amid  be  Mamed  on 
die  United  States. 
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